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Notes on the Structure of the Document 

This cumulative dissertation is structured in two parts: 

Part A provides an introductory overview of the relevant research contributions. Based on the 

motivation of the research project, the underlying research design is explained. Afterwards, in 

a summary of the results, the included research contributions are placed in the overall context 

of this cumulative dissertation. Subsequently, implications for research and practice, limita-

tions of the work, and potential starting points for future research are discussed. Part A closes 

with a conclusion and can therefore be regarded as a stand-alone document with separate list-

ings of abbreviations, figures and tables at the beginning and cited references at the end. 

Part B contains the research contributions and their appendices that are included in Part A of 

this cumulative dissertation. Where possible, the formatting of the individual contributions 

and the citation styles are retained based on the different specifications of the respective pub-

lication organs. The references within the articles contained in Part B refer to the bibliography 

of the respective articles. 
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1 Introduction 

1.1 Motivation and Background 

Due to the considerable advantages of cloud computing, such as cost efficiency, flexibility, 

and scalability (Armbrust et al. 2010; Marston et al. 2011), the technology pervades the IT 

industry and has transformed the means of IT service provisioning (Kushida et al. 2011). 

Cloud computing can be defined as a model for ubiquitous network access to a shared pool of 

configurable computing resources (e.g., network, servers, storage, applications, and services) 

that can be rapidly provisioned on-demand in a self-service model requiring minimal man-

agement or service provider interaction (Mell and Grance 2011). Cloud computing relies on 

three core technologies, namely, virtualization, multitenancy, and web services (Marston et al. 

2011). Regarding the type of the provisioned service, different service models are distin-

guished. Infrastructure as a Service (IaaS) describes the provision of fundamental computing 

resources over a network, based on which a customer is able to deploy his own services. In 

Platform as a Service (PaaS) environments, self-developed or acquired applications can be 

run. Software as a Service (SaaS) refers to online applications that are provided over the net-

work (Mell and Grance 2011). Irrespective of the service model in use, the user does not 

manage or control the underlying cloud infrastructure (Mell and Grance 2011). Regarding the 

range of potential users, multiple deployment models (private, public, community, and hy-

brid) can be differentiated. In private clouds, the cloud infrastructure is exclusively provi-

sioned and used by a single organization. In contrast, public clouds are open to the general 

public. In community clouds, services are provided solely for a specific community of users 

with shared concerns or interests. Hybrid clouds are compositions of multiple distinct cloud 

infrastructures (Mell and Grance 2011). 

To realize the proclaimed benefits of the technology, critical infrastructure (CI) providers in-

creasingly deploy (high-assurance) IT services, processes, and functions in cloud environ-

ments (Bless et al. 2013; Diez and Silva 2011; Hecht et al. 2014; Schöller et al. 2013; Wagner 

et al. 2015). The European Council defines a critical infrastructure as “an asset, system or 

part thereof located in Member States which is essential for the maintenance of vital societal 

functions, health, safety, security, economic or social well-being of people, and the disruption 

or destruction of which would have a significant impact in a Member State as a result of the 

failure to maintain those functions” (European Council 2008). The identification of CIs and 
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the definition of the corresponding thresholds, criteria, and sectors are subject to national di-

rectives, protection plans, and policy frameworks (Yusta et al. 2011). For example, the Ger-

man law to increase the safety of information technology systems (IT-Sicherheitsgesetz, 

translated “IT Security Law”), which became effective in July 2015, distinguishes seven dif-

ferent CI sectors, namely, energy, information and telecommunication, transport and traffic, 

healthcare, water, food, and finance and insurance. Since information technology commonly 

forms the backbone of CIs, the resilience and security of their IT systems is of crucial im-

portance for reliable operation (Ten and Manimaran 2010). Thus, the IT Security Law re-

quires CI providers of the aforementioned sectors to protect and secure their IT against cyber-

attacks. Cloud providers as “digital service providers” are further directly committed to en-

sure a certain level of IT security (Adelmeyer, Petrick, et al. 2018). 

Since the control over the underlying cloud infrastructure and the corresponding security 

measures is delegated to the cloud provider (Mell and Grance 2011; Zissis and Lekkas 2012), 

the outsourcing of systems, data or functions to cloud environments exposes CIs to security 

risks and leads to additional security challenges (Paudel et al. 2014; Rudolph et al. 2014). The 

loss of control and the corresponding dependency further requires trust in the security 

measures of the respective cloud service providers (Zissis and Lekkas 2012). This is especial-

ly crucial since CIs highly rely on IT systems for dependable service provisioning (Ten and 

Manimaran 2010). Therefore, the IT landscapes and corresponding cloud deployments of CIs 

are subject to high protection requirements and legislation regarding security, privacy, and 

resilience, which differ in comparison to those of industrial actors (Bless et al. 2013; Hecht et 

al. 2014). Furthermore, when adopting cloud services in CIs, the manifold security demands 

of various stakeholders have to be taken into account (Rudolph et al. 2014). However, due to 

the opacity of and the control delegation in cloud environments, the specific risks, threats, and 

vulnerabilities for CIs resulting from outsourcing into cloud environments are difficult to as-

sess (Hecht et al. 2014). In addition, each cloud deployment is afflicted with individual risks 

depending on the selected cloud service and deployment model (Pearson 2013; Weintraub and 

Cohen 2016; Zissis and Lekkas 2012). Furthermore, standards and statutory regulations 

strongly influence security requirements and in consequence the corresponding management 

of cloud-related risks (Baldwin et al. 2013). 

The virtualization and sourcing of resources via clouds require individual approaches for 

identifying risks and determining measures to achieve acceptable residual risks for both ser-

vice providers and customers (Adelmeyer, Petrick, et al. 2018; Königs 2017). Due to the stor-
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age and processing of data at external providers, most traditional IT risk management meth-

ods cannot be directly adapted to cloud environments (Ackermann 2013; Damenu and 

Balakrishna 2015), which results in the need for new risk management approaches for the 

effectiveness of security controls and measures (Drissi et al. 2013) on the parts of both users 

and cloud service providers (Baldwin et al. 2013). IT security risks, which primarily threaten 

the confidentiality, integrity, and availability of systems and data in clouds (Adelmeyer, 

Walterbusch, Lang, et al. 2017; Eckert 2018), are regarded as the most salient risks associated 

with cloud services (Ackermann 2013). Due to the strict requirements regarding the IT securi-

ty of their landscapes (Bless et al. 2013; Hecht et al. 2014), the management of IT security 

risks related to the adoption of cloud services is of significant importance for CIs. 

1.2 Aim and Structure 

Following the outlined importance of IT security risk management for critical infrastructures, 

the increasing adoption of cloud services by CI providers, and the risks associated with the 

use of cloud computing solutions, the purpose of this doctoral thesis is to explore the topic of 

the IT security risk management of cloud computing services in CIs from the perspectives of 

cloud computing service and CI providers. The overall aim is to contribute to a secure integra-

tion and an effective IT security risk management of cloud computing services in critical in-

frastructures by providing methods, conceptual models, prototypical tools, action recommen-

dations, and practical and theoretical implications. The diversity of cloud computing and CIs 

and the different perspectives from which the research area is approached require an adequate 

combination of qualitative and quantitative research in the selection of research methods. 

Therefore, a mixed-methods approach (Venkatesh et al. 2013) is adopted to answer the fol-

lowing overarching research questions (RQs): 

1. What is the status quo of cloud computing service adoption in German critical infra-

structures and which research gaps exist? 

2. How can IT security risks resulting from the adoption of cloud computing services be 

managed adequately in critical infrastructures? 

3. Which role does trust play in risk management regarding the interaction between 

cloud computing service providers and critical infrastructures? 

4. How can the IT security risk management of cloud services in critical infrastructures 

be supported with tools? 

5. Which risks potentially result from the adoption of cloud computing services? 
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Due to the extensiveness of the field, not all factors can be taken into account. For example, 

the risks associated with the adoption of cloud services are manifold and vary between the 

selected cloud service and deployment models and even between critical industry sectors 

(Adelmeyer and Teuteberg 2018a). Thus, the implications drawn from the research results 

provide an overview of the large variability of the research field. 

The succeeding sections of Part A are structured as follows. In Section 2, first, the selection of 

the research contributions included in this dissertation is justified. Second, the research meth-

ods applied are outlined. Third, the selected research contributions are classified in a research 

framework. Following the structure of the framework, the research methods and the key re-

search findings of the selected contributions are presented in Section 3. To prevent redundan-

cies, a detailed summary is avoided. Instead, the focus is placed on the general description of 

the applied methods and the main results. In Section 4, the research results are synthesized in 

the form of implications for theory and practice, limitations, and suggestions for future re-

search. Part A of the doctoral thesis ends with a conclusion in Section 5. 
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2 Research Design 

2.1 Selection of the Research Contributions 

The research contributions included in this cumulative dissertation were published in re-

nowned conference proceedings of international scientific conferences or prestigious scien-

tific journals. Each contribution was generally assessed by multiple independent reviewers in 

a double-blind peer review process. Table 1 provides an overview of the individual research 

contributions A to K, including their bibliographic information and their respective rankings 

according to the established ranking system Jourqual 3 (VHB 2015) of the VHB and the ori-

entation list of the WKWI (Heinzl et al. 2008). 

# Title (Translation) Medium Ranking Publication Sources 

A 

Cloud Computing Adoption in Critical 

Infrastructures – Status Quo and Elements 

of a Research Agenda 

Conference 
WKWI: C 
VHB: D 

Adelmeyer, M.; Teuteberg, F.: Cloud Computing Adoption 
in Critical Infrastructures – Status Quo and Elements of a 

Research Agenda, in: Proceedings of the Multikonferenz 

Wirtschaftsinformatik (MKWI 2018), Lüneburg, Germany, 
pp. 1345–1356 *1 

B 

Die Auswirkungen des IT-Sicherheits-

gesetzes auf die Interne Revision (The 

Impacts of the IT Security Law on Inter-
nal Auditing) 

Journal 
WKWI: – 

VHB: D 

Goldshteyn, M.; Adelmeyer, M.: Die Auswirkungen des IT-
Sicherheitsgesetzes auf die Interne Revision, Zeitschrift 

Interne Revision (50:6), 2015, pp. 244–255 *2 

C 

IT-Risikomanagement von Cloud-
Services in Kritischen Infrastrukturen (IT 

Risk Management of Cloud Services in 

Critical Infrastructures) 

Book 
WKWI: B *3 

VHB: D *3 

Adelmeyer, M.; Petrick, C.; Teuteberg, F.: IT-
Risikomanagement von Cloud-Services in Kritischen Infra-

strukturen, Wiesbaden, Germany: Springer Vieweg, 2018 

*1 *4 

D 
Trust Transitivity and Trust Propagation 
in Cloud Computing Ecosystems 

Conference 
WKWI: A 
VHB: B 

Adelmeyer, M.; Walterbusch, M.; Biermanski, P.; Teute-
berg, F.: Trust Transitivity and Trust Propagation in Cloud 

Computing Ecosystems, in: Proceedings of the 26th Euro-

pean Conference on Information Systems (ECIS 2018), 
Portsmouth, UK *1 *5 

E 

Eye-Tracking zur Untersuchung von 
Vertrauenssignalen auf Webseiten von 

Cloud Computing-Anbietern (Eye-

Tracking for the Investigation of Trust 
Signals on Websites of Cloud Computing 

Providers) 

Conference 
WKWI: B 

VHB: C 

Adelmeyer, M.; Beinke, J. H.; Walterbusch, M.; Gameiro, 
R. R.; König, P.; Teuteberg, F.: Eye-Tracking zur Untersu-

chung von Vertrauenssignalen auf Webseiten von Cloud 

Computing-Anbietern, in: Proceedings of the 46. Jahresta-
gung der Gesellschaft für Informatik (INFORMATIK 

2016), Klagenfurt, Austria *1 *6 

F 

Does the Augmentation of Service Level 
Agreements Affect User Decisions in 

Cloud Adoption Scenarios? – An Experi-

mental Approach 

Conference 
WKWI: A 

VHB: B 

Adelmeyer, M.; Walterbusch, M.; Seifert, K.; Teuteberg, 

F.: Does the Augmentation of Service Level Agreements 
Affect User Decisions in Cloud Adoption Scenarios? – An 

Experimental Approach, in: Proceedings of the 24th Euro-

pean Conference on Information Systems (ECIS 2016), 
Istanbul, Turkey *1 *7 

G 

Datenanalysen in der Cloud – Konzeption 

einer Architektur für die 

Wirtschaftsprüfung (Data Analyses in the 
Cloud – Conception of an Architecture for 

Auditing) 

Book  

Chapter 

WKWI: B *8 

VHB: D *8 

Adelmeyer, M.; Teuteberg, F.: Datenanalysen in der Cloud 
– Konzeption einer Architektur für die Wirtschaftsprüfung, 

in Cloud Computing, S. Reinheimer (ed.), Wiesbaden, 

Germany: Springer Fachmedien, pp. 89-102 *1  

H 
RisCC – A Risk Management Tool for 

Cloud Computing Environments 
Conference 

WKWI: B 

VHB: D 

Adelmeyer, M.; Beike, L.; Buggenthin, M.; Osada, S.; 

Teuteberg, F.: RisCC – A Risk Management Tool for Cloud 

Computing Environments, in: Proceedings of the 24th 
Americas Conference on Information Systems (AMCIS 

2018), New Orleans, LA, USA *1 *9 

I 

Datenschutz und Datensicherheit im 

Cloud Computing – Ein Framework zur 
Beurteilung von Cloud-Services (Data 

Privacy and Data Security in Cloud 

Computing – A Framework for the Evalu-
ation of Cloud Services) 

Journal 
WKWI: – 

VHB: C 

Adelmeyer, M.; Walterbusch, M.; Lang, J.; Teuteberg, F.: 
Datenschutz und Datensicherheit im Cloud Computing – 

Ein Framework zur Beurteilung von Cloud-Services, Die 

Wirtschaftsprüfung (70:1), pp. 35-42 *1 *10 
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# Title (Translation) Medium Ranking Publication Sources 

J 

Security and Privacy of Personal Health 

Records in Cloud Computing Environ-

ments – An Experimental Exploration of 
the Impact of Storage Solutions and Data 

Breaches 

Conference 
WKWI: A 

VHB: C 

Adelmeyer, M.; Meier, P.; Teuteberg, F.: Security and 

Privacy of Personal Health Records in Cloud Computing 
Environments – An Experimental Exploration of the Impact 

of Storage Solutions and Data Breaches, in: Proceedings of 

the 14th International Conference on Wirtschaftsinformatik 
(WI 2019), Siegen, Germany *1 *11 

K 
Rebound Effects in Cloud Computing: 

Towards a Conceptual Framework 
Conference 

WKWI: A 

VHB: C 

Adelmeyer, M.; Walterbusch, M.; Biermanski, P.; Seifert, 

K.; Teuteberg, F.: Rebound Effects in Cloud Computing: 
Towards a Conceptual Framework, in: Proceedings of the 

13th International Conference on Wirtschaftsinformatik 

(WI 2017), St. Gallen, Switzerland *1 *12 

Comments 

*1 Prof. Dr Frank Teuteberg critically reflected on the content and the methodological orientation of each contribution. 
*2 Mr. Michael Goldshteyn is primarily responsible for the section on the principles of the IT Security Law (Section 2) and the text editing. 

*3 The contribution was originally published in the journal “HMD – Praxis der Wirtschaftsinformatik” (VHB: D, MKWI: B) (Adelmeyer, 

Petrick, et al. 2017). The contribution was honored with the journal's “Best Paper Award 2017” and was selected by the editors for re-
publication as a distinct book, for which the contribution has been considerably revised and extended. 

*4 Mr. Christopher Petrick made a noteworthy contribution to this article, in particular in the operational execution of the expert interviews 

and the initial interpretation of the acquired data. 
*5 Mr. Peter Biermanski made a noteworthy contribution to this article, in particular in the operational execution of the experiment, the 

literature search, and the initial interpretation of the acquired data. Dr. Marc Walterbusch supervised the data acquisition and analysis. 

*6 Mr. Jan Heinrich Beinke made a noteworthy contribution to this article, in particular in the operational execution of the eye-tracking 
study, the literature search, the initial interpretation of the acquired data, and the writing of the article. Dr. Marc Walterbusch supervised 

the data acquisition and analysis. Mr. Ricardo Ramos Gameiro assisted in the operational execution of the eye-tracking study. Prof. Dr. 

Peter König critically reflected on the content and methodological orientation of the contribution. 
*7 Mr. Kai Seifert made a noteworthy contribution to this article, in particular in the operational execution of the experiment, the literature 

search, and the initial interpretation of the acquired data. Dr. Marc Walterbusch supervised the data acquisition and analysis and is re-

sponsible for the initial preparation of the contribution, which was considerably revised and presented at the respective conference by the 
author of this dissertation. 

*8 The contribution was originally published in the journal “HMD – Praxis der Wirtschaftsinformatik” (VHB: D, MKWI: B) (Adelmeyer 

and Teuteberg 2016). The contribution was selected by the editors for republication in a special edition. In this course, the initial contri-
bution has been considerably revised and extended. 

*9 Mr. Lukas Beike, Mr. Mirko Buggenthin and Mr. Sebastian Osada made noteworthy contributions to this article, in particular in the 
operational execution of the expert interviews, the literature search, the development, and the initial interpretation of the acquired data. 

*10 Mr. Julian Lang made a noteworthy contribution to this article, in particular in the operational execution of the expert interviews, the 

literature search, and the initial interpretation of the acquired data. Dr. Marc Walterbusch supervised the data acquisition and analysis. 
*11 Mr. Pascal Meier worked in equal parts on the conception and execution of the experiment as well as on the theoretical foundation of 

the contribution. 

*12 Mr. Peter Biermanski and Mr. Kai Seifert made noteworthy contributions to this article, in particular in the operational execution of the 
case study, the literature search, and the initial interpretation of the acquired data. Dr. Marc Walterbusch supervised the data acquisition 

and analysis and is responsible for the initial preparation of the contribution, which was considerably revised and presented at the re-

spective conference by the author of this dissertation. 

Legend 

VHB = Verband der Hochschullehrer für Betriebswirtschaftslehre (Translation: German Academic Association for Business Research) 
– Journal Quality Index 3 (VHB 2015) 

WKWI = Wissenschaftliche Kommission Wirtschaftsinformatik – Orientierungsliste 2008 (Translation: Scientific Commission Informati-

on Systems – Guidance List 2008) (Heinzl et al. 2008) 

Table 1. Overview of the Selected Research Contributions 

In addition to the publications presented in Table 1, further articles were published within the 

context of the research project, which, however, do not fall within the focus of the dissertation 

and are therefore not included. Contributions C and G, which were originally published in the 

journal "HMD – Praxis der Wirtschaftsinformatik", occupy a special position, as they were 

selected for extension and republication by the respective journal editors. Both publications 

were extensively revised and republished as a book chapter (Contribution G) or an independ-

ent book (Contribution C). The initial version of Contribution C was further honored with the 

journal's Best Paper Award 2017 (Adelmeyer, Petrick, et al. 2017). In total, seven contribu-

tions from conferences, two contributions from specialist journals, one book chapter, and one 

book are included in this cumulative dissertation. 
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Due to the treatment of German national legal specifics, such as the German IT Security Law 

and data privacy acts, Contributions B, C, G, and I were prepared in German and placed in 

corresponding specialist outlets. With the exception of Contribution E, the remaining contri-

butions were written in English. Since the implications and results derived from the contribu-

tions have general validity for the IT security risk management of cloud services in critical 

infrastructures, the dissertation was prepared in English. 

2.2 Spectrum of Methods 

A research methodology can generally be described as “strategy of inquiry used to answer a 

specific research question” (Recker 2013). In the Information Systems discipline, the research 

methodology is discussed on two levels (Wilde and Hess 2007). At the aggregated, paradigm-

oriented level, a distinction is made between behavioral science and design science (Hevner et 

al. 2004; Österle et al. 2011). The behavioral science paradigm aims at the development and 

verification of theories that explain or predict behavior in a human or organizational context, 

whereas the design science paradigm seeks to build and evaluate new and innovative artifacts 

(such as models, methods or systems) (Hevner et al. 2004; Peffers et al. 2007; Wilde and Hess 

2007). On the methodological level, this aggregated view is broken down into the analysis of 

individual research methods as systems of procedural rules on which individual research pro-

jects are based (Wilde and Hess 2007).  

Generally, these methods can be divided into quantitative, qualitative, and mixed-method 

(Creswell and Creswell 2018), the last of which combining characteristics of quantitative and 

qualitative research methods in the same inquiry (Myers 2013; Recker 2013; Venkatesh et al. 

2013). Considering the specific characteristics, strengths, and weaknesses of the qualitative 

and quantitative methods, a combination of research methods is often an effective solution for 

achieving a research objective (Creswell and Creswell 2018; Gable 1994; Jick 1979; Recker 

2013). Hence, different perspectives, methods, and data sources were combined within both 

the individual contributions and the cumulative dissertation as a whole. The present disserta-

tion is therefore to be subordinated to a mixed-methods approach (Venkatesh et al. 2013) in 

which both qualitative and quantitative aspects and methods are applied (Jick 1979; Myers 

2013). Since cloud computing represents an emerging topic and the area of IT security risk 

management of cloud services in critical infrastructures is not yet well developed (Adelmeyer 

and Teuteberg 2018a), a focus was put on qualitative research methods, which are particularly 

suitable for exploratory fieldwork (Myers 2013; Recker 2013). At the paradigm level, ele-
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ments of both paradigms – behavioral (esp. Contributions D, E, F, and J) and design science 

research (esp. Contributions G and H) – were incorporated into this dissertation. 

Table 2 provides an overview of the research methods applied in the preparation of the re-

spective research contributions listed in Table 1. A detailed discussion of the applied methods 

can be found in the respective research contributions or references provided in Table 2. 

 
Research Method 

Contribution 
References 

A B C D E F G H I J K 

Q
u

a
li

ta
ti

v
e 

Systematic Literature 

Review 
X X X X X X X X X X X 

vom Brocke et al. (2009), Webster and 

Watson (2002) 

Expert Interviews X  X    X X X  X 
Gläser and Laudel (2010), Liebold and 
Trinczek (2009), Meuser and Nagel 

(2009), Patton (2015), Walsham (2006) 

Case Study           X 

Benbasat et al. (1987), Bonoma (1985), 

Darke et al. (1998), Dubé and Paré (2003), 
Gable (1994), Kaplan and Duchon (1988), 

Recker (2013), Yin (2018) 

Prototyping       X X    
Davis (1992), Hevner et al. (2004), Hevner 
(2007) 

Other Qualitative 
Analyses 

X X X  X  X X    
Kaplan and Maxwell (1994), Myers 

(2013), Patton (2015), Recker (2013), 

Wilde and Hess (2007) 

Q
u

a
n

ti
ta

ti
v
e Experiment    X  X    X  

Aronson and Carlsmith (1968), Recker 

(2013), Reips (2002), Shadish et al. 

(2002), Wilde (2008) 

Eye-Tracking     X       
Blake (2013), Duchowski (2007), 
Holmqvist et al. (2011), Kandel et al. 

(2012) 

(Web-based) Survey    
 
 

X   X    Recker (2013), Reips (2002) 

Table 2. Spectrum of the Applied Research Methods 

2.3 Framework of the Research Contributions 

The research contributions included in this doctoral thesis were each the subject of an inde-

pendent, fundamental research process that was tailored to the individual research project and 

research questions. Nevertheless, all research contributions completed the fundamental phases 

of i) problem identification, formulation, and literature analysis, ii) the development of a re-

search design strategy, iii) data collection and preparation, and iv) the interpretation of the 

results (Cooper and Schindler 2014; Jenkins 1985). Furthermore, all individual contributions 

are part of an overall research project and framework that seeks to investigate the IT security 

risk management of cloud computing services in critical infrastructures. Following the focus 

of the overarching RQs proposed in Section 1.2, each contribution aims at investigating dis-

tinct RQs covering separate subareas of the research field. The research field is divided into 

three sections (see Figure 1), which determine the structure of the research results section (see 

Section 3). Due to review procedures, revisions, and resubmissions, the order of the contribu-

tions in the framework does not follow the respective chronological publication dates. 
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IT Security Risk Factors

IT Security Risk Management of Cloud Computing Services in Critical Infrastructures

Identification

Status Quo and Research Agenda of Cloud Adoption in Critical Infrastructures

Assessment Control Monitoring   Communication

Contribution A

Data Security Data Privacy Rebound Effects

Tool Support
Contribution G

Contribution K

Contribution C

Contribution H

Contributions I and J

General 
Cloud-Related Risks

Trust
Contribution D

Contribution E Contribution F

Subprocess Risk Factor Iteration Tool Contribution Scope

Legend

Contribution B
Internal Organization

IT Security Law

 

Figure 1. Framework of the Research Contributions 

First, in Contribution A, the status quo of cloud computing adoption in CIs is examined 

(Adelmeyer and Teuteberg 2018a) (see Section 1.2, RQ 1). Additionally, research gaps and 

issues were identified and synthesized in a research agenda for cloud adoption in CIs. The 

open research issues identified in Contribution A serve as underlying guidance for the disser-

tation. However, due to the extensiveness of the field, the proposed agenda is only covered 

partially in the course of the dissertation, primarily focusing on IT security risk-related re-

search propositions. 

Second, the management of IT security risks resulting from the adoption of cloud computing 

services in CIs is explored (see Section 1.2, RQ 2) based on the findings of Contribution A. In 

this context, Contribution B investigates the impact of the German IT Security Law on the 

internal revision of CIs (Goldshteyn and Adelmeyer 2015), as it decisively determines the 

necessity for an IT security risk management of cloud services in critical infrastructures. In 

addition to the general implications of the law the affected sectors and the resulting require-
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ments are outlined. Proceeding from the findings of Contribution B, a requirements catalogue 

for cloud computing services, a framework for the integration of an IT security risk manage-

ment of cloud services in CIs, and action recommendations for CI and cloud service providers 

are proposed in Contribution C (Adelmeyer, Petrick, et al. 2018). The framework follows the 

phases of a prototypical iterative risk management process (see, e.g., Ackermann 2013; 

Klipper 2015) and builds the core of the framework of the research contributions (see Figure 

1). The model risk management process, which consists of the steps of risk identification, as-

sessment, control, monitoring, and communication, is holistically covered in the framework 

proposed in Contribution C.  

Due to the information asymmetry between cloud providers and end-customers prevailing in 

the cloud market (Walterbusch and Teuteberg 2012), the risks associated with the adoption of 

certain cloud services are complex and difficult to assess. Generally, the willingness to take 

risks can be interpreted as trust (Mayer et al. 1995) and is therefore especially necessary 

where risks are difficult to determine. Although trust is often discussed together with the con-

cept of risk and is an important factor in business decisions, the role and impact of trust in risk 

management remain unclear (Das and Teng 2004; Earle 2010; Mayer et al. 1995). Since trust 

is regarded as a key factor in the interaction of CI and cloud providers (Mackay et al. 2012; 

Paudel et al. 2014; Schöller et al. 2013), its importance to the IT security risk management of 

cloud services in CIs needs to be considered (see Section 1.2, RQ 3). The general role of trust 

in the adoption and use of cloud services and the propagation of trust between cloud service 

users and providers are examined in Contribution D (Adelmeyer, Walterbusch, et al. 2018). In 

the study, the transfer of trust in cloud mediators to unknown third-party cloud providers is 

investigated from the perspective of an end-user in the cloud market. To cope with the infor-

mation asymmetry, customers look for indicators that correlate with the quality of a provider 

(Benlian and Hess 2011). Therefore, trust signals placed on the websites of cloud providers 

are examined in Contribution E (Adelmeyer, Beinke, et al. 2016). In the context of the proto-

typical risk management process underlying the research framework (see Figure 1), the per-

ceived security regarding provider reliability and certifications serves as an indicator for iden-

tifying potential risks associated with the use of a certain provider. To bridge the existing in-

formation asymmetry gap between cloud customers and providers in the sense of the princi-

pal-agency theory (Pavlou et al. 2007) by building trust, outsourcing contracts between the 

involved parties are of decisive importance (Clemons and Chen 2011), e.g., in the form of 

service level agreements (SLAs). In this context, Contribution F investigates the effects of the 
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augmentation of SLAs on end-customers’ trust (Adelmeyer, Walterbusch, et al. 2016) with 

respect to the control and monitoring of the risks associated with the selected cloud service. 

Since the risks associated with a cloud service vary depending on the selected service and 

deployment model (Pearson 2013; Zissis and Lekkas 2012), organizations need to be support-

ed by flexible and customizable IT security risk management tools (see Section 1.2, RQ 4). In 

Contribution G, the use of cloud services for data analyses in the field of auditing is investi-

gated and a prototypical framework is developed (Adelmeyer and Teuteberg 2018b) that can 

be adapted by CI and cloud providers for risk-related data analyses. To support the entire risk 

management process, a risk management tool for cloud environments was developed in Con-

tribution H (Adelmeyer, Beike, et al. 2018). The prototype can be adapted and customized by 

organizations that use or provide cloud services to support the internal risk management of a 

cloud service in compliance with the organizations’ individual risk profiles. In both research 

contributions, the respective artifacts have been developed iteratively following the design 

science principle (Hevner et al. 2004; Österle et al. 2011). 

Third, the IT security risk factors associated with the adoption of cloud services in critical 

infrastructures are investigated (see Section 1.2, RQ 5). In Contribution H, the general cloud-

related risks are identified as an underlying risk framework for the developed tool 

(Adelmeyer, Beike, et al. 2018). A framework for assessing the data security and privacy of 

cloud services is provided in Contribution I (Adelmeyer, Walterbusch, Lang, et al. 2017), 

covering the IT security protection goals of confidentiality, integrity, and availability. In the 

context of the exemplary CI sector healthcare, the impacts of storage solutions and data 

breaches on the perceived security and perceived privacy in cloud computing environments 

are examined in an experiment from the perspective of end-customers in Contribution J 

(Adelmeyer et al. 2019). As an example of the variety of potential risk factors associated with 

the use of cloud services, rebound effects, which describe feedback mechanisms as a result of 

which savings from efficiency improvements are not or only partially realized, are investigat-

ed in Contribution K (Adelmeyer, Walterbusch, Biermanski, et al. 2017a). 
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3 Summary of the Research Contributions 

3.1 Status Quo and Research Agenda 

Although CIs face strict measures and legislation regarding the security, privacy, and resili-

ence of their IT landscapes (Bless et al. 2013; Hecht et al. 2014) and despite the fact that mov-

ing IT systems or processes into a cloud exposes CIs to specific risks (Hudic et al. 2014; 

Rudolph et al. 2014), the adoption of cloud services by CIs is increasing (Diez and Silva 

2011; Hecht et al. 2014; Schöller et al. 2013; Wagner et al. 2015). Thus, to contribute to a 

secure integration and an adequate risk management of cloud computing services in critical 

infrastructures, the status quo of cloud service adoption in CIs was examined as the founda-

tion for the cumulative dissertation. The objective of Contribution A, titled “Cloud Compu-

ting Adoption in Critical Infrastructures – Status Quo and Elements of a Research Agenda”, 

was to examine the following research questions: 

(i) What is the current status quo of cloud adoption in CIs?  

(ii) Which open research fields exist in the context of cloud adoption in CIs?  

The overall goal was to determine which systems, processes and functions, cloud service and 

deployment models, and CI sectors are predominant and which general risks arise from cloud 

adoption in CIs. Furthermore, a research agenda was developed to outline research proposi-

tions for science and practice alike, e.g., regarding risk management. The methodical ap-

proach was based on a triangulation of data obtained through a systematic literature review, 

an analysis of the outsourcings of German CI providers to cloud services, and expert inter-

views. Initially, a systematic literature analysis was conducted following the approach of vom 

Brocke et al. (2009) and Webster and Watson (2002) to elaborate upon the state of research 

on cloud adoption in critical infrastructures. In this step, 25 contributions from peer-reviewed 

journals and conferences with a focus on cloud adoption in CIs were identified. In addition, to 

determine the current status quo in practice, an analysis of the outsourcings of CIs to cloud 

services was conducted. For this purpose, 80 German CI providers were examined regarding 

the adoption of cloud technology. Due to missing information, publicly available business 

reports and further public information on cloud adoption obtained from the respective corpo-

rate websites were considered. The qualitative content analysis (Myers 2013) was focused on 

the cloud service (IaaS, PaaS, SaaS) and deployment models (public, private, hybrid and 

community) in use and the respective processes, systems or business functions that are out-
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sourced to or substituted by cloud technologies. Finally, four expert interviews (Gläser and 

Laudel 2010) were conducted with employees of CI and consulting companies to validate and 

extend the findings. 

For the practical analysis, information on the adoption of cloud services was found for ap-

proximately 22.5% of the 80 investigated CI operators. Because only publicly available in-

formation was examined, the actual figure is assumed to be higher. Regarding the systems, 

processes, and functions, CIs primarily outsource ‘non-critical’ components to cloud services 

(Diez and Silva 2011), e.g., sales and distribution systems. Since the risks associated with the 

adoption of cloud services vary depending on the selected deployment or service model, secu-

rity requirements and threats need to be considered individually (MacDermott et al. 2013, 

2015). Although the control over the underlying cloud infrastructure is fully delegated to the 

service provider in SaaS and public cloud environments (Diez and Silva 2011), both were 

found to be among the predominant types of cloud services adopted by CIs. Within the CI 

sectors, the energy sector was found to be at the forefront of cloud adoption, which is congru-

ent with the literature (Dekker 2012; MacDermott et al. 2013; Younis et al. 2013). Of the 

risks associated with the adoption of cloud services, those associated with security and resili-

ence are of particular importance (Chochliouros et al. 2015; Hecht et al. 2014; MacDermott et 

al. 2015; Schöller et al. 2013).  

The results of the literature analysis were aggregated in a concept matrix and combined with 

the results of the expert interviews and the practical analysis to determine open research is-

sues and propositions in the field of cloud adoption by CIs (see Table 3). The corresponding 

research gaps were subdivided into technical (T), jurisdictional (J), organizational (O), and 

contractual (C) issues. Due to the extensiveness of the field and the research gaps identified in 

the research agenda, it is not possible to cover all issues in this doctoral thesis. Given the pre-

viously outlined dependency of CIs on cloud service providers resulting from a delegation of 

control, the criticality of the associated security and resilience risks and the importance of the 

proper IT security risk management of cloud services (Ackermann 2013), selected research 

gaps with relevance to risk management were approached in the further course of the disserta-

tion. For example, Contributions B and C address compliance with legislation relevant for CIs 

(J1, J2) and the compliant integration of security incident reporting to authorities (O3). Con-

tributions D, E, and F investigate the trust relationships between cloud service providers and 

customers (O2). Contribution F deals with the contractual relationships between customers 

and cloud service providers in terms of SLAs (C1). In Contributions G and H, tools for the 
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support of a flexible and efficient cloud risk management are developed (O1), which can be 

adapted by CIs. In this context, Contributions I and J address privacy issues related to the use 

of cloud services (J3). Contribution K proposes a model to identify rebound effects (O4). 

Gap No., Research Proposition/Issue  References; Expert Interview ID; Practical Analysis 

T 

1. Analysis of interdependency risks of cloud and CI provid-

ers  

Chochliouros et al. (2015), Dekker (2012), Diez and Silva (2011), 

Keller (2016); (1-4) 

2. Hybrid cloud frameworks and environments for CIs 
Diez and Silva (2011), MacDermott et al. (2013, 2015), Mackay et al. 

(2012) (2) {P} 

3. Secure data transfer to third parties over external networks  Mackay et al. (2012), Paudel et al. (2014); (1, 2) 

4. Access controls that meet the security requirements of CIs  
Hudic et al. (2014), MacDermott et al. (2015), Mackay et al. (2012), 

Paudel et al. (2014), Schöller et al. (2013), Younis et al. (2013); (4) 

5. Deployment of critical business functions in (public) 

clouds 
Diez and Silva (2011), Mackay et al. (2012), Piggin (2015); (4); {P} 

J 

1. Analysis of cloud-related requirements of national laws 
Adelmeyer, Petrick, et al. (2017), Chochliouros et al. (2015), Dekker 

(2012), Mackay et al. (2012); (1, 4) 

2. Legally compliant implementation of requirements at the 
provider  

Florian et al. (2013), Schöller et al. (2013); (1, 2) 

3. Analysis of privacy issues particularly relevant to CIs 
Chochliouros et al. (2015), Hudic et al. (2014), MacDermott et al. 
(2015), Schöller et al. (2013), Younis et al. (2013); (1-4) 

4. Open security standards for cloud migration and deploy-

ment in CIs  
Paudel et al. (2013, 2014), Wagner et al. (2015); (2) 

5. Legal transparency enforcement regarding data location 

and security 
Florian et al. (2013), Schöller et al. (2013), Wagner et al. (2015); (2) 

O 

1. Development of flexible cloud risk management solutions 

for CIs  

Adelmeyer, Petrick, et al. (2017), Chochliouros et al. (2015), Hecht et 

al. (2014), Younis et al. (2013) 

2. Investigation of trust relationships between entities  
Diez and Silva (2011), Hudic et al. (2014), Mackay et al. (2012), 
Paudel et al. (2014), Schöller et al. (2013), Younis et al. (2013); (1, 3) 

3. Cloud integration of security incident reporting to authori-
ties  

Adelmeyer, Petrick, et al. (2017), Chochliouros et al. (2015), Dekker 
(2012), Hudic et al. (2014); (2, 4) 

4. CI-relevant risk models for individual sectors and cloud 

deployments 

Chochliouros et al. (2015), Dekker (2012), Hecht et al. (2014), 

Wagner et al. (2015) 

C 

1. Investigation of contractual relationships between CIs and 

cloud service providers, i.e., enhancement of SLAs or 

smart contract solutions  

Florian et al. (2013), Hudic et al. (2014), Mackay et al. (2012), 

Niekerk and Jacobs (2013), Schöller et al. (2013), Younis et al. 

(2013); (2, 4) 

2. Continuous assurance of legal security requirements 
Hudic et al. (2014), Mackay et al. (2012), Paudel et al. (2014), 
Schöller et al. (2013), Tauber et al. (2014), Wagner et al. (2015), 

Younis et al. (2013); (1, 4) 

Table 3. Research Agenda for Cloud Usage in Critical Infrastructures (Adelmeyer and 

Teuteberg 2018a) 

The literature analysis revealed that despite the extensive coverage of cloud computing in the-

ory as well as in praxis, few articles have approached the topic of cloud computing from a CI 

perspective (Adelmeyer and Teuteberg 2018a). In addition to the findings regarding the adop-

tion of cloud services in critical infrastructures, the analysis showed that the literature lacks an 

organizational and legal consideration as well as a use of empirical methods. Furthermore, the 

analysis revealed several open research issues for cloud adoption in CIs. Particularly, suitable 

risk management models and solutions that allow for the consideration of individual require-

ments and national legislation for CIs are missing (Adelmeyer and Teuteberg 2018a), which 

will be further considered in this dissertation. 
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3.2 Risk Management 

3.2.1 Internal Organization 

The research gaps identified in Contribution A stress the necessity for an analysis of the 

cloud-related requirements of national laws and the legally compliant implementation of re-

quirements at the provider. Thus, Contribution B, titled “The Impacts of the IT Security Law 

on Internal Auditing” (original title: “Die Auswirkungen des IT-Sicherheitsgesetzes auf die 

Interne Revision”), deals with the legal requirements of the German IT Security Law and their 

integration into the internal organization of CI providers. Further, the integration of an inci-

dent reporting to the respective authorities, as required by the law, is discussed by answering 

the following research questions: 

(i) Which requirements for CIs result from the IT Security Law? 

(ii) How can the internal revision of CIs be integrated to comply with the require-

ments? 

For this purpose, the IT Security Law, which was adopted in July 2015, was analyzed qualita-

tively to extract its impact on and the requirements for the internal revision of CIs. This in-

cludes the scope of the law, affected sectors, resulting IT security requirements, industry-

specific security standards, mandatory IT security audits, establishment of a point of contact, 

reporting obligations, and participation in the elimination of security vulnerabilities. Further-

more, a literature analysis was conducted focusing on German publications with a scope on 

the implications of the IT Security Law (vom Brocke et al. 2009). Due to the novelty of the 

law, only 9 publications covering the impact of the IT Security Law on the internal revision 

were identified. The literature was analyzed for the impact on and short-term requirements for 

the affected organizations. In this context, action recommendations, standards, and frame-

works applicable for the preparation and implementation of IT security audits, which allow 

for an integration of IT risk management practices (e.g., COSO-ERM or the ISO 27000 fami-

ly), were presented. In addition, the analysis revealed that an integration of the requirements 

of the IT Security Law into the internal organization and management is necessary.  

Contributions A and B demonstrate that compliance with legislation affecting CI providers 

and the resulting requirements need to be integrated and observed in internal structures, i.e., a 

corporate IT security risk management of cloud services (Ackermann 2013). Therefore, Con-

tribution C, titled “IT Risk Management of Cloud Services in Critical Infrastructures” (origi-



Summary of the Research Contributions  16 

 

 

nal title: “IT-Risikomanagement von Cloud-Services in Kritischen Infrastrukturen”), exam-

ines the requirements for cloud services resulting from the IT Security Law, the resulting con-

sequences for CIs and cloud providers, and the integration of the requirements into IT risk 

management structures. The corresponding research questions are: 

(i) Which requirements for cloud computing services result from the IT Security Law? 

(ii) How can the requirements be integrated and considered in IT security risk man-

agement structures? 

Partially, the identified requirements of Contribution B provide the foundation of Contribu-

tion C. Based on a further qualitative examination of the law, a requirements catalogue for 

cloud computing services was derived. Furthermore, a framework for the IT security risk 

management of clouds in CIs was developed and action recommendations for the involved 

actors were deduced. Initially, a systematic literature review was conducted to explore the 

topic and to determine a suitable research approach. In addition to the qualitative analysis of 

the implications of the IT Security Law (Myers 2013), expert interviews with 6 experts from 

practice with knowledge in the fields of IT security, IT risk management, and cloud compu-

ting were conducted and analyzed qualitatively (Meuser and Nagel 2009). The results from 

both the analysis of the IT Security Law and the expert interviews were aggregated in the re-

quirements catalogue. The catalogue consists of 23 distinct requirements for CI and cloud 

service providers. Compliance with the technical and organizational requirements of the law 

is crucial for CIs. This includes the introduction of an information security management sys-

tem (ISMS), which can be based on the ISO 27000 series. The respective integration of an 

essential information security risk management is detailed in ISO 27005. On the basis of the 

findings, a risk management framework for cloud computing services was developed. The 

central elements of the framework are a prototypical risk management process (see, e.g., 

Ackermann 2013; Klipper 2015) and a cloud lifecycle phase (Teuteberg 2015), which need to 

be considered when deploying cloud services. The framework is suitable for the establishment 

of IT security risk management structures at CI and cloud service providers alike. 

The framework (see Figure 2) focuses on corporate IT security risks, which need to be deter-

mined depending on the selected cloud service (IaaS, PaaS, and SaaS) and deployment model 

(private, public, and hybrid cloud). Furthermore, risks individual to sector-specific regulations 

need to be integrated by the respective CIs (Adelmeyer and Teuteberg 2018a). For this pur-

pose, applicable standards, frameworks, and best practices are listed to provide guidance in 

establishing appropriate and individual IT security risk management structures. The presented 
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action recommendations can serve as a basis for the concrete implementation of an IT security 

risk management process for cloud service and CI providers. 
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Figure 2. IT Security Risk Management Framework for Cloud Services in Critical Infrastruc-

tures (Adelmeyer, Petrick, et al. 2018) 

3.2.2 The Role of Trust 

Due to the opacity of cloud environments and the information asymmetry between cloud pro-

viders and end-customers (Walterbusch and Teuteberg 2012), the risks associated with the 

adoption of cloud services are complex and difficult to assess. Furthermore, the delegation of 
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control over security measures to the cloud provider and the corresponding dependency on the 

provider’s actions requires trust in the provider on the users’ side (Zissis and Lekkas 2012), as 

not all involved risks can be covered by control mechanisms (Walterbusch et al. 2013). This 

is especially the case when sensitive systems, data or processes are outsourced to a cloud 

(Adelmeyer et al. 2019; Adelmeyer, Walterbusch, et al. 2016). Trust can be defined as “the 

willingness of a party to be vulnerable to the actions of another party based on the expecta-

tion that the other will perform a particular action important to the trustor, irrespective of the 

ability to monitor or control that other part” (Mayer et al. 1995). In this context, making one-

self vulnerable can be interpreted as a willingness to take risks (Mayer et al. 1995). This is 

particularly necessary where risks are difficult to determine, as is the case in cloud environ-

ments (Adelmeyer, Walterbusch, et al. 2018). Although trust is associated with the concept of 

risk and constitutes an important factor in business decisions, the role and impact of trust in 

risk management remains unclear (Das and Teng 2004; Earle 2010; Mayer et al. 1995). Since 

trust is regarded as a key factor in the interaction of CIs and cloud providers (Mackay et al. 

2012; Paudel et al. 2014; Schöller et al. 2013), its role and importance regarding the IT securi-

ty risk management of cloud services in CIs needs to be investigated. 

Therefore, in Contribution D, titled “Trust Transitivity and Trust Propagation in Cloud Com-

puting Ecosystems”, the role of trust and its transitivity or propagation between the entities of 

a trust chain is explored. By applying an experimental vignette study (Aguinis and Bradley 

2014; Finch 1987) in a randomized posttest-only design (Recker 2013), Contribution D seeks 

to answer the following research questions: 

(i) Is trust between a customer, mediator, and service provider in cloud ecosystems 

transitive? 

(ii) How do incidents at providers and mediators in cloud ecosystems affect individual 

end-customers’ levels of trust in the respective actors? 

In cloud computing markets, services are often provided indirectly via intermediary parties, 

who aggregate, integrate, customize or bundle existing third-party basic cloud services and act 

as so-called cloud mediators on the market (Leimeister et al. 2010). This indirect provisioning 

of cloud services results in a network of trust relationships between the entities (Lansing and 

Sunyaev 2016) (see Figure 3). 



Summary of the Research Contributions  19 

 

 

Customer 

(Trustor)

Mediator 

(Trustee)

Provider A 

(Trustee)

Provider B 

(Trustee)

Cloud 

Computing 

Service

Legend

(Trust) Relation

Actor (Role in 

Study Focus)

(Trust) Relation 

in Study Focus

 

Figure 3. Simplified Trust Chain of Cloud Ecosystem Actors 

(Adelmeyer, Walterbusch, et al. 2018) 

The transfer of a certain level of trust from one entity to another (unknown) entity is referred 

to as transitivity or propagation, whereby transitivity only occurs in case of complete propaga-

tion (Sherchan et al. 2013). In trust propagation, a trustor or customer (Party A, e.g., a CI pro-

vider) can derive a certain level of (indirect) trust in an indirectly known cloud provider (Party 

C) based on its trust in a directly known intermediary party (Party B) (see Figure 4). 
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Figure 4. Trust Chains (Adelmeyer, Walterbusch, et al. 2018) 

Since the reliability of cloud services is an important factor for CIs (Diez and Silva 2011), 

Contribution D investigates the impact of a service failure on customers’ trust. Based on the 

theory of reasoned action (Fishbein and Ayzen 1975) and relevant literature from the field of 

information systems, hypotheses were formulated that reflect the presumed causal relation-

ships between direct functional (DFT), indirect functional (IFT) and referral trust (RT), and 

the intention to use a provider (ITUP) or a mediator (ITUM). In the vignette, the participants 

took the roles of customers of a cloud service in a business setting. For the empirical valida-

tion of the hypotheses, these were summarized in a structural equation model (SEM). The 

relevant latent constructs were operationalized using items derived from the literature. The 

measurement data were collected from undergraduate information systems and economics 

students using an online survey (sample size n = 277) and analyzed using the partial least 

squares (PLS) method (Lowry and Gaskin 2014; Ringle et al. 2012, 2015) (see Figure 5). 
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Figure 5. PLS Model (Adelmeyer, Walterbusch, et al. 2018) 

Regarding the interpretation of the PLS model, path correlations of > .2 indicate significant 

connections (Chin 1998a) and R²-values of ≈ .33 represent a moderate and R²-values of ≈ .67 

a substantial explanation of a construct (Chin 1998b). Following this, the model reveals a sig-

nificant correlation between the RT in a mediator and the IFT in a provider. Furthermore, by 

the fact that the IFT is to a moderate extent explained by the RT, the propagation of trust from 

a mediator to a provider was demonstrated. The study reveals that it is of importance for a 

customer’s trust in a cloud service provider whether a service is obtained directly or indirect-

ly. As cloud services are often provided via mediators, who base their services on adapted 

basic services of third-party providers (Floerecke and Lehner 2016), the propagation of trust 

is of crucial significance in cloud computing business relationship chains. 

Due to the important role of trust for the selection of reliable cloud service providers and its 

corresponding significance for adequate risk management measures, Contribution E, titled 

“Eye-Tracking for the Investigation of Trust Signals on Websites of Cloud Computing Pro-

viders” (original title: “Eye-Tracking zur Untersuchung von Vertrauenssignalen auf Webseit-

en von Cloud Computing-Anbietern”), investigates trust signals by cloud providers in an early 

stage of risk management, i.e., risk identification. As a result of the information asymmetry 

prevailing in the cloud computing market, customers are looking for quality indicators from 

providers (Benlian and Hess 2011). Based on the signaling theory (Ross 1977; Spence 1973), 

trust signals (e.g., certificates or provider reliability) can help to bridge this information 

asymmetry by “signaling” relevant information. Due to the anonymity of the cloud market, 

the acquisition of information between customers and cloud service providers often takes 

place via the providers’ website (Adelmeyer, Beinke, et al. 2016). Thus, the following re-

search question was addressed in Contribution E:  

How are trust-influencing factors perceived on cloud service providers’ websites? 
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To answer the RQ, an eye-tracking study was conducted with 20 student participants. In a 

single-group posttest-only design, different screenshots of a website of a fictitious cloud pro-

vider were presented to the participants for 45 seconds, in which their gaze fixations were 

recorded and visualized in heat maps (see Figure 6). This enables a qualitative descriptive 

evaluation and thus observations on which features are perceived more strongly (Blake 2013). 

 

Figure 6. Exemplary Heatmap (Adelmeyer, Beinke, et al. 2016) 

Since the meaning of single-gaze tracking or heat maps regarding underlying motives or sub-

jective evaluations is limited, a multi-method design should be applied (Blake 2013; Bojko 

2009). In the study, the gaze tracking was combined with a posttest survey to collect data on 

the participants’ assessment of the trust-influencing factors (see Table 4).  

Construct Trust-Influencing Factor Sum of Fixations Survey Mean 

Social Presence Customer Reviews 1247 2,825 

Perceived Security Certifications 896 3,950 

Perceived Security Reliability 583 3,725 

Social Presence Reference Customers 424 3,325 

Table 4. Combined Ranking of Trust-Influencing Factors (Adelmeyer, Beinke, et al. 2016) 

In the course of the survey, the respondents were asked to answer various questions about the 

individually perceived relevance of the trust-influencing factors using a five-point Likert scale 

ranging from 1 “do not agree” to 5 “do agree”. The comparison of the mean values of the as-

sessment from the survey with the sums of the absolute gaze fixations in the corresponding 

areas of interest provides various possibilities for interpretation, which illustrates the deficits 

of the evaluation of the absolute number of fixations (Blake 2013). Customer reviews and 

certificates were most frequently fixated by the subjects. However, the customer reviews were 

rated less relevant within the survey. Due to the different workloads for conceiving the trust-

influencing factors, the subjective evaluation and the corresponding absolute fixations deviate 

to a certain extent. Nevertheless, it can be concluded that customer reviews are subjectively 
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perceived as less trust-building and further require a higher workload in conception. Certifi-

cates and reliability details are perceived as having a similar positive influence on trust and 

are fixated relatively often. Reference customers are perceived as moderately trust-influencing 

and are relatively little fixated. In summary, trust-influencing factors placed on providers’ 

websites focusing on the perceived security play an important role in the identification of 

risks related to the service of a provider, since they were positively assessed and require a 

relatively low workload for conception and were nevertheless fixated relatively often. 

Further important aspects of the IT security risk management of cloud solutions are the moni-

toring and control of the risks associated with cloud services. In these continuous phases, 

cloud-related risks are monitored, and the risk management process is controlled and adjusted 

on the basis of corresponding contractually fixed key figures or so-called service level agree-

ments (Adelmeyer, Petrick, et al. 2018). In the sense of the principal-agency theory (Alchian 

and Demsetz 1972; Jensen and Meckling 1976), providers need to bridge the existing infor-

mation asymmetry between customers and providers (Pavlou et al. 2007) by establishing trust 

and providing comprehensible SLAs. In this context, SLAs, which define the “nature of the 

underlying service, target performance levels and obligations of the parties involved in the 

contract”, are viewed as an important trust-building factor (Stankov et al. 2012). Following 

this argumentation, Contribution F, titled “Does the Augmentation of Service Level Agree-

ments Affect User Decisions in Cloud Adoption Scenarios – An Experimental Approach”, 

examines whether the augmentation of specific terms in SLAs affects the (perceived) infor-

mation overload (IO), the (perceived) comprehension (CO), and the (perceived) transparency 

(TRA)1, which affect the ease of use (EOU) and the trusting beliefs (TB), and ultimately the 

intention to use (ITU) or to adopt a cloud service, by examining the following RQs:  

(i) Does the augmentation of SLAs in the context of cloud computing have an impact 

on the comprehension of technical terms and parameters? 

(ii) Does the provision of supplemental information in terms of augmented SLAs in 

cloud computing have an impact on the trust of (potential) customers in a cloud 

computing provider? 

Analogous to Contribution D, the research questions were examined in a two-group posttest-

only vignette study with 247 undergraduate students. The corresponding hypotheses were de-

                                                 

1 In the original research contribution (see Part B), transparency is abbreviated with “TR”. To avoid a redundant 

use of the abbreviation “TR“ in this dissertation, transparency is abbreviated with “TRA”. 
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rived from the literature and summarized in an SEM and operationalized as latent constructs 

in an experimental setup, which was implemented as an online survey. The data was analyzed 

using the PLS method (Lowry and Gaskin 2014; Ringle et al. 2012, 2015) (see Figure 7). 
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Figure 7. PLS Model (Adelmeyer, Walterbusch, et al. 2016) 

In the experiment, two groups were defined, of which group 1 was presented an SLA that on-

ly consisted of text and group 2 was presented an SLA with augmented key terms, on the ba-

sis of which the participants of both groups were asked for their assessment concerning the 

outlined constructs. In the vignette, the participants were asked to provide a recommendation 

to their supervisor concerning a fictional cloud computing provider in a business scenario. To 

validate the hypotheses regarding the effects of the augmentation, an analysis of means (two-

sample t-test) was conducted to identify differences between the control group (text only) and 

the experimental group (augmented SLA). However, the presumed positive effects resulting 

from an augmentation of SLAs could not be verified (H2, H6, H8) (see Table 1). 

# Hypotheses Status 

H1 
A customer’s (perceived) trust in a cloud computing provider has a positive 

effect on the ITU a cloud computing service from this cloud computing provider. 
Supported 

H2 The provision of augmented SLAs reduces the (perceived) IO. Not Supported 

H3 The (perceived) IO has a negative effect on the (perceived) EOU. Supported 

H4 The (perceived) EOU has a positive effect on the (perceived) TB. Supported 

H5 The (perceived) IO has a negative effect on the (perceived) CO. Supported 

H6 The provision of augmented SLAs increases the (perceived) CO. Not Supported 

H7 The (perceived) CO has a positive effect on the (perceived) TB. Not Supported 

H8 The provision of augmented SLAs increases the (perceived) TRA. Not Supported 

H9 The (perceived) TRA has a positive effect on the (perceived) TB. Supported 

H10 The (perceived) TRA has a positive effect on the (perceived) CO. Supported 

Table 5. Overview of Hypotheses (Adelmeyer, Walterbusch, et al. 2016) 
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Nevertheless, the results of the experiment are of potential theoretical and practical value to 

cloud service providers and their customers. Following the significant impact of TRA on the 

CO, cloud computing providers need to follow balanced and transparent information policies 

based on comprehensive, clearly formulated and relevant SLAs. However, information provi-

sion might lead to an IO, which again would negatively influence the CO and EOU. Despite 

the fact that SLAs augmented with background information could not be proven helpful in the 

study, providers need to evaluate their process and policy of information provisioning to 

bridge the information asymmetry between customers and providers and ultimately forming 

trust on the customers’ side. Overall, the positive effect of trust coincides with the findings of 

Contributions D and E and previous studies (cf., e.g., Lansing and Sunyaev 2016; 

Walterbusch et al. 2013), in which trust was identified as an important requirement and de-

terminant in the context of cloud service provisioning. 

3.2.3 Tool Support 

As a result of the distributed nature of cloud computing and the corresponding control delega-

tion over certain security measures, an efficient risk management needs to be established at 

both the customer and the provider (Baldwin et al. 2013). However, the majority of existing 

risk management approaches does not adequately address the monitoring of the security con-

trols and measures associated with cloud computing services (Drissi et al. 2013). This in-

cludes the varying risks, which are dependent on the selected service and deployment model 

and the respective CI sector (Adelmeyer and Teuteberg 2018a; Pearson 2013; Zissis and 

Lekkas 2012). This fuels the need for flexible risk management tools and solutions that can be 

tailored individually to cloud adoption or provision scenarios to support the proactive moni-

toring of cloud-related risks (Djemame et al. 2011; Hecht et al. 2014). 

Therefore, in Contribution G, titled “Data Analyses in the Cloud – Conception of an Architec-

ture for Auditing” (original title: “Datenanalysen in der Cloud – Konzeption einer Architektur 

für die Wirtschaftsprüfung”), a prototypical framework for data analysis in cloud environ-

ments is developed. Although the focus of the development was put on auditing, the frame-

work can be adapted and implemented for data analyses over the whole IT security risk man-

agement process in, e.g., an organization’s internal revision (Goldshteyn and Adelmeyer 

2015), to cope with the ever-growing amount of data that needs to be analyzed. The corre-

sponding research question is as follows: 

How can extensive data analyses in auditing be supported by cloud computing? 
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In addition to a literature analysis of relevant publications in the field of cloud data analyses, a 

total of 16 guideline-based open expert interviews were conducted at a Big Four auditing 

company (Meuser and Nagel 2009). In the qualitative analyses, the interview transcripts were 

coded and categorized. This way, the potential advantages and challenges of such a solution, 

e.g., data privacy and security aspects, were identified. Following the constructivist paradigm 

(Wilde and Hess 2007), the findings of the literature analysis and the expert interviews were 

synthesized to develop a prototypical cloud data analysis framework (see Figure 8). 
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Figure 8. Data Analysis Cloud Framework (Adelmeyer and Teuteberg 2018b) 

Due to the sensitivity of the data, especially in the field of auditing, the framework is based on 

a private cloud to maintain data sovereignty. Further, the integration of the ISO 27001 certifi-

cation, which is particularly relevant for CIs (Adelmeyer, Petrick, et al. 2018), needs to be 

ensured. Although the presented data analysis framework can possibly support the risk man-

agement of cloud services in CIs in all phases, it is most valuable for the phases of risk as-

sessment, control, and monitoring, due to its focus on auditing and revision. In summary, the 

use of cloud computing services for data analyses in auditing has the potential to make data 

analyses in auditing more efficient and pave the way for new auditing opportunities. 
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To ensure adequate tool support in all phases of IT security risk management and for individ-

ual cloud adoption scenarios, a risk management tool prototype was developed in Contribu-

tion H, titled “RisCC – A Risk Management Tool for Cloud Computing Environments”. The 

study follows the research questions of:  

(i) Which cloud-specific risks exist? 

(ii) How can risk management for cloud services for both cloud service users and pro-

viders be efficiently supported by a software solution? 

For the development of the tool, the design science paradigm was adopted to incorporate sci-

entific knowledge and knowledge from the field (Hevner et al. 2004; Österle et al. 2011). In 

the design science approach, the “Generate/Test Cycle” was applied using several research 

methods in an iterative process, in which a design is continuously adjusted after constant 

evaluation. The methods applied include a literature review (vom Brocke et al. 2009), seven 

expert interviews (Meuser and Nagel 2009) focusing on risk management of cloud solutions, 

qualitative and quantitative analyses (Myers 2013; Oates 2006), and a survey (Oates 2006). In 

the literature analysis, 87 relevant articles were identified, of which 13 were found in high-

ranked journals, 66 in an open search and eight in a forward and backward search. 

In the first step, the requirements for the tool were collected in several iterations. This in-

cludes requirements derived from the literature, expert interviews, and qualitative analyses of 

relevant standards, frameworks and guidelines, and existing cloud risk management software. 

To incorporate the variety of cloud adoption scenarios and their corresponding risk profiles, 

the tool and the underlying database model were designed modularly (see Figure 9).  
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Figure 9. Simplified Database Entity Relationship Model (Adelmeyer, Beike, et al. 2018) 
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The modular design includes the individual selection of risks, requirements, and maturity and 

severity levels. Furthermore, existing standards can be fully implemented and adjusted ac-

cording to the respective cloud adoption scenario. To achieve this, flags in the database tables 

Risk and Requirement indicate manual entries. The database model further supports the paral-

lel monitoring of multiple standards or frameworks. The collected requirements were summa-

rized in use cases to detail the initial concept of the solution. Subsequently, the requirements 

and use cases were implemented as a web-based tool, which was developed on the foundation 

of a content management system (see Figure 10). 
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Figure 10. Technical Concept of RisCC (Adelmeyer, Beike, et al. 2018) 

The evaluation of the prototype was conducted by surveying five of the seven previously con-

sulted experts. In an online survey, qualitative and quantitative data were collected. Based on 

an analysis of the data, improvement suggestions were derived that served as the basis for the 

adjustment of the prototype. Overall, the evaluation proved the usefulness of the developed 

tool for supporting the risk management of cloud computing services for both cloud service 

users and providers. With the developed tool, regulatory amendments and industry-specific 

regulations can be incorporated when monitoring IT security risks resulting from the adoption 

of cloud services (Adelmeyer, Petrick, et al. 2018; Baldwin et al. 2013). Furthermore, the cor-

responding risk profiles of individual cloud adoption scenarios can be adequately managed 

(Adelmeyer and Teuteberg 2018a; Pearson 2013; Zissis and Lekkas 2012). 
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3.3 IT Security Risk Factors 

3.3.1 Cloud-Related Risk Factors 

As previously stated, the risks resulting from specific cloud adoption scenarios vary with the 

selected cloud service and deployment model and the targeted data and processes, which is 

why they have to be assessed individually for each cloud adoption scenario (Adelmeyer, 

Petrick, et al. 2018). Although IT security risks are regarded as the most salient risks related 

to cloud service adoptions (Ackermann 2013), the resulting risks and threats are manifold 

(Zissis and Lekkas 2012). To identify the general risk factors that are associated with the 

adoption of cloud services, the results from the literature analysis and the expert interviews of 

Contribution H were combined and structured in a concept matrix. The matrix is divided into 

four risk categories, i.e., Technical, Organizational, Legal, and Others, which are derived 

from Catteddu & Hogben (2009) and Djemame et al. (2011). In the 87 articles examined, a 

total of 30 risks were identified and assigned to the categories. From the expert interviews, the 

additional risks “Shadow IT” and “Organization Readiness” were derived (see Table 6). 

Category Risk (No. of Mentions: Literature Analysis; Expert Interviews) 

Technical 

· Data Breaches (53; 3) 

· Service Availability (52; 7) 

· Malicious Insider (45; 0) 

· Network Security (44; 2) 

· Data Encryption (43; 1) 

· Data Integrity (42; 1) 

· Infrastructure (37; 0) 

· Data Segregation (36; 1) 

· Resource Exhaustion (35; 2) 

· Hypervisor Isolation Vulnerabilities (34; 1) 

· Interface/Service Engine Compromise (32; 1) 

· Data Deletion/Disposal (23; 3) 

· Malware (9; 1) 

Organi-

zational 

· Privileged User Access and Social Engineering (52; 3) 

· Long-Term Viability (45; 4) 

· Vendor Lock-In (44; 3) 

· Recovery (43; 5) 

· Loss of Governance (29; 2) 

· Loss of Business Reputation (9; 1) 

· Organization Readiness (0; 3) 

· Shadow IT (0; 1) 

Legal 

· Regulatory Compliance (55; 4) 

· Service Level Agreements (45; 5) 

· Data Location (42; 6) 

· Data Privacy (40; 1) 

· Changes of Jurisdiction (28; 3)  

· Data Protection Risks (19; 6) 

· Data Ownership (14; 0) 

Others · Natural Disasters (17; 2) 

· Abuse of Cloud Services (15; 0) 

· Economic Risks (12; 3) 

· Unknown Risks (8; 0) 

Table 6. Identified Risks in Cloud Computing (Adelmeyer, Beike, et al. 2018) 

To assure a comparable aggregation level, several identified individual risks were summa-

rized. Table 6 illustrates the extensive number of cloud-related risks that may arise and that 

need to be considered when adopting a cloud solution within an organization. The concept 

matrix serves as a basic risk framework for the cloud risk management tool developed in Con-

tribution H. However, the listing does not claim to be exhaustive, since cloud-related risks 

may arise individually and are dependent on the cloud service and deployment model 

(Adelmeyer and Teuteberg 2018a; Pearson 2013; Weintraub and Cohen 2016; Zissis and 

Lekkas 2012).  
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3.3.2 Security and Privacy 

In addition to strict regulations regarding the IT security of their systems, CIs need to cope 

with uncertainties regarding data privacy (Adelmeyer and Teuteberg 2018a). The two con-

cepts of security and privacy are strongly interconnected. Security can be regarded as an over-

arching principle concerning the general confidentiality, integrity, and availability, whereas 

privacy focuses on personal or private information (Eckert 2018). Audits and associated certi-

fications can assure compliance with basic and defined standards. However, the requirements 

for cloud services are specific and the market for existing standards and certificates for cloud 

services is heterogeneous (Adelmeyer, Walterbusch, Lang, et al. 2017). Thus, Contribution I, 

titled “Data Privacy and Data Security in Cloud Computing – A Framework for the Evalua-

tion of Cloud Services” (original title: “Datenschutz und Datensicherheit im Cloud Compu-

ting – Ein Framework zur Beurteilung von Cloud-Services”), addresses the RQ of: 

How can data privacy and data security of cloud computing services be evaluated?  

Initially, a systematic review of the relevant literature was conducted to become more familiar 

with the complex topic of data privacy and data security in cloud environments to determine a 

suitable research approach. The article first discusses how to deal with risks arising from the 

use of cloud services against the background of the generally accepted auditing principles. 

Afterwards, the role of data privacy and data security audits as well as selected cloud-specific 

initiatives, standards, guidelines, and certifications are addressed. For the evaluation of data 

privacy and data security of cloud computing services, a framework is presented, which was 

developed on the basis of two expert interviews (Meuser and Nagel 2009) with interview 

partners having many years of experience in the field of data privacy audits. The aim of the 

framework is to clarify the potential order in which an evaluation of data privacy and data 

security of cloud computing services is possible and which criteria are to be observed. For this 

purpose, the complex topic of data privacy and data security in cloud computing is divided 

into the sub-models Legal Compliance Model, Privacy and Security Compliance Model, and 

Privacy and Security Control Model (see Figure 11).  

In the Legal Compliance Model, the legal and regulatory requirements that cloud computing 

service providers and customers have to follow when outsourcing functions or processes are 

determined. The model primarily focuses on legislation in Germany, the EU, and the US. De-

pending on the underlying service or deployment model, compliance with the relevant state-

ments must be assessed individually. The framework is applicable to the general evaluation of 



Summary of the Research Contributions  30 

 

 

cloud services but allows for the consideration of special requirements for CIs. This includes 

the integration of industry specifics, standards, and requirements, such as ISO 27000. As the 

basis for data privacy criteria, the data security requirements derived from the relevant regula-

tions are considered in the Privacy and Security Compliance Model. In the Privacy and Secu-

rity Control Model, controls and frameworks are presented, by the implementation of which 

cloud computing providers can meet the most important criteria. 
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Figure 11. Framework for the Evaluation of Privacy and Security of Cloud Services 

(Adelmeyer, Walterbusch, Lang, et al. 2017) 

Due to the large number of requirements, a holistic consideration of all regulations, criteria, 

and controls in the model is not practical. Rather, the framework has to be evaluated and 

adapted individually on an industry-specific base. Against the background of heterogeneous 

audits and certificates, the presented framework provides an approach to assess the most im-

portant aspects of data privacy and data security of cloud services. However, the individual 
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conditions of an outsourcing to a cloud (location of the provider, type of data and processes 

outsourced, etc.) must be taken into account when applying the framework. 

Generally, the adoption of cloud computing environments entails risks and challenges for data 

privacy and data security, especially for CIs (Hudic et al. 2014). Thus, Contribution J, titled 

“Security and Privacy of Personal Health Records in Cloud Computing Environments – An 

Experimental Exploration of the Impact of Storage Solutions and Data Breaches”, investi-

gates their role in the exemplary CI sector of healthcare for the provisioning of Personal 

Health Records (PHRs). The contribution seeks to address the following research questions:  

(i) Do patients’ perceived security, perceived privacy, trust, and perceived control 

differ between cloud environments and private on-premise data centers when stor-

ing personal health data in PHRs? 

(ii) In case of a data breach, to which extent do patients’ perceived security, perceived 

privacy, trust, and perceived control differ when using cloud environments com-

pared to private on-premise data centers? 

For this purpose, an experimental study was conducted with 238 student participants who 

were divided into two experiment groups. In group 1, the personal health data of the partici-

pants was outsourced to a public cloud environment, whereas in group 2, a private on-premise 

data center was used. Both groups were displayed a vignette in which the participants were 

asked to act as longtime users of a personal health record web-service that centrally stores and 

manages the users’ relevant personal health data. After the initial vignette, a first posttest was 

conducted, in which the participants’ attitudes towards the different storage solutions prior to 

a data breach were measured. To allow for a comparison of the users’ trust (TR), perceived 

control (CTRL)2, perceived privacy (PRI), perceived security (SEC), and intention to use 

(ITU) before and after a data breach, a second posttest was conducted in both groups. 

For the testing of the previously formulated hypotheses, the data were analyzed by conducting 

analyses of means (two-sample t-test) and PLS SEM. To evaluate the differences between the 

cloud service (G1) and on-premise data center storage (G2) before and after a data breach, the 

results of the first and the second posttest were compared between both groups. The relation-

ships between the constructs and their impact on the dependent variables were evaluated in a 

PLS SEM (see Figure 12). 

                                                 

2 In the original research contribution (see Part B), perceived control is abbreviated with “CO”. To avoid a re-

dundant use of the abbreviation “CO“ in this dissertation, perceived control is abbreviated with “CTRL”. 
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Perceived Privacy 

(PRI)

corr. R2 = .434

Perceived Security 

(SEC)

corr. R2 = .551

Trust 

(TR)

Intention to Use 
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corr. R2 = .497

Perceived Control 

(CTRL)

.175*

.236**

.244**

.188*

.479***

.393***

.359***

.363***

*** p-value < .050

*** p-value < .010

*** p-value < .001  

Figure 12. PLS Model (Adelmeyer et al. 2019) 

In the model, strong statistically significant relationships between TR and SEC and PRI as 

well as between CTRL and SEC and PRI can be found. In addition, path coefficients of ≥ .236 

between SEC and PRI and the ITU indicate a moderate influence of both constructs on the 

ITU. Further, since CTRL and TR largely determine SEC and PRI (R² = .551 and .434), 

which again have a strong effect on the ITU, a low but significant impact of TR and CTRL on 

the ITU can be assumed. Regarding the evaluation of the different outcomes of the storage 

solutions and the data breach, significant differences between G1 and G2 (p < .05) could be 

identified for all constructs. However, after a data breach, no significant differences between 

the groups (marked with an “E”) can be identified for SEC, PRI, and TR with the exception of 

CTRL. The statuses of the hypotheses are shown in Table 7. 

H Relation Status  H Relation Status 

1a SEC(G2) > SEC(G1) Supported  6a CTRL(G2) > CTRL(G1) Supported 

1b SEC(G2E) = SEC(G1E) Supported  6b CTRL(G2E) = CTRL(G1E) Not Supported 

2a PRI(G2) > PRI(G1) Supported  7 CTRL ↑ ⇒ SEC ↑ Supported 

2b PRI(G2E) = PRI(G1E) Supported  8 CTRL ↑ ⇒ PRI ↑ Supported 

3a TR(G2) > TR(G1) Supported  9 SEC ↑ ⇒ ITU ↑ Supported 

3b TR(G2E) = TR(G1E) Supported  10 TR ↑ ⇒ ITU ↑ Supported 

4 TR ↑ ⇒ SEC ↑ Supported  11 CTRL ↑ ⇒ ITU ↑ Supported 

5 TR ↑ ⇒ PRI ↑ Supported  12 PRI ↑ ⇒ ITU ↑ Supported 

Table 7. Statuses of the Hypotheses (Adelmeyer et al. 2019) 

The experiment reveals that the participants’ SEC, PRI, CTRL, and TR are significantly high-

er when personal data in the form of PHRs are stored in on-premise data centers compared to 

cloud environments. However, this is no longer the case after a data breach, except for CTRL 

(H6b). Hence, PHR providers need to carefully decide whether to offer their services via 

(public) clouds or private on-premise environments to minimize concerns on the users’ side. 
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3.3.3 Rebound Effects 

Although the use of cloud computing services is deemed to be economically beneficial for CIs 

(Adelmeyer and Teuteberg 2018a), they face economic risks when adopting cloud solutions 

(Adelmeyer, Beike, et al. 2018). Among the multitude of possible economic risks is the re-

bound effect, which can basically be described as a feedback mechanism, as a result of which 

the savings arising from efficiency improvements are not or only partially realized (Gossart 

2014). Rebound effects can potentially affect multiple organizational resources, which ulti-

mately affect an organization’s funds (Adelmeyer, Walterbusch, Biermanski, et al. 2017b).  

To explore the rebound effects potentially resulting from cloud service adoptions, Contribu-

tion K, titled “Rebound Effects in Cloud Computing: Towards a Conceptual Framework”, 

seeks to answer the following research questions:  

(i) How can rebound effects in cloud computing be conceptualized? 

(ii) Which organizational resources are potentially affected by rebound effects in 

cloudsourcing scenarios? 

For the initial investigation, a systematic literature review (vom Brocke et al. 2009) focusing 

on the definition of rebound effects was conducted. Furthermore, the rebound effect phenom-

enon in cloud computing was explored by means of a synthesized case study approach (Dubé 

and Paré 2003; Gable 1994; Newell and Simon 1972; Recker 2013), in which an organization 

was accompanied during a typical cloud adoption and outsourcing process. During the project 

steps, several data collection methods and sources were used (Benbasat et al. 1987): (i) docu-

mentation (e.g., infrastructure plans), (ii) archival records (e.g., organization charts), (iii) in-

terviews (e.g., with the IT decision makers), and (iv) physical artifacts (e.g., IT landscapes). 

The collected data were analyzed qualitatively (Myers 2013; Walsham 1993).  

In a first step, a definition for rebound effects in cloud computing was derived based on the 

concept matrix resulting from the literature analysis and the results of the case study: 

A rebound effect in cloud computing describes the unrealized [(over)exhausted] saving of an 

organizational resource in consequence of a (unintentional) growth in consumption, whereas 

the savings could have been expected and would have been possible based on the efficiency 

improvement resulting from the use of cloud computing services. The organizational assess-

ment of the effect is depending on the corporate objectives. A distinction is made between di-

rect and indirect cloud computing rebound effects, which affect the micro- as well as macro-

level in the short- or long-term. 
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In summary, a rebound effect in cloud computing (RECC) can be viewed as unrealized sav-

ings of an organizational resource caused by efficiency improvements, which arise from the 

adoption of cloud computing services as well as from (unintended) effects on (other) organi-

zational resources. However, a mathematical and an organizational viewpoint need to be dis-

tinguished, as it may be the case that a mathematically calculated rebound effect does not or 

only partially or disproportionately affect corporate objectives. The components and charac-

teristics of a RECC are synthesized in a conceptual model (see Figure 13). 
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Figure 13. Conceptual Model of a Rebound Effect in Cloud Computing 

(Adelmeyer, Walterbusch, Biermanski, et al. 2017a) 

In a second step, potentially affected organizational resources were identified in the case 

study, which can be categorized into IT-related, hardware & systems, and general resources. 

Furthermore, the expected effects on organizational resources were identified and evaluated in 

expert workshops. The major organizational resource that is expected to be affected are finan-

cial resources (Adelmeyer, Walterbusch, Biermanski, et al. 2017b). However, the expected 

effects have to be assessed depending on the overall organizational goals, since, for example, 

a loss of employees might lead to a loss of know-how, which might contradict the goal of or-

ganizational independency. 

In the study, the narrow energy saving perspective of rebound effects dominating the litera-

ture (Andrae 2013; Sedlacko et al. 2014; Walnum and Andrae 2016) was expanded by an or-

ganizational perspective (Hilty 2008). As a result, the case study showed that potential RECC 

can arise in any organizational area in which outsourcing into a cloud is expected to result in 
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resource savings. The presented RECC framework, which consists of a definition, a concep-

tual model, and a morphological analysis, provides a foundation for the identification, catego-

rization and understanding of potential rebound effects arising from cloud computing adop-

tions and their corresponding risks for organizational resources. 
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4 Discussion of the Results 

4.1 Implications for Research and Practice 

In the consecutive research contributions of this cumulative dissertation, individual research 

gaps were identified and addressed. In the course of the research project, a multi-method ap-

proach was chosen to investigate the research gaps in the IT security risk management of 

cloud services in CIs from different perspectives. The overarching intention of the thesis is to 

contribute to a secure integration and an adequate risk management of cloud computing ser-

vices in CIs in compliance with relevant regulations, requirements, and business conditions. 

In addition to the theoretical contributions and the implications for theory generation, action 

recommendations, requirements catalogues, specifications, frameworks, models, and proto-

types for practice were derived on the basis of the obtained findings. On the one hand, the 

practical implications aim at CI providers that want to outsource business functions or pro-

cesses to cloud services and, on the other hand, at cloud service providers that want to suc-

cessfully position their services in the market. Regarding the overarching intention and RQs 

of the thesis (see Section 1.2, RQs 1-5), each research contribution contains individual impli-

cations for theory and practice, which are jointly summarized in the following. 

In Contribution A, the status quo of cloud computing adoption in CIs (RQ 1) and a research 

agenda were derived on the basis of a literature analysis, a practical analysis, and expert inter-

views. Both results constitute possible starting points for researchers and thus promote future 

knowledge generation. The study revealed that despite the extensive coverage of cloud service 

adoption in the literature only few publications focus on a CI perspective. As a central re-

search gap, the missing consideration of national legislations and individual cloud adoption 

scenarios when managing cloud-related risks in CIs has been identified. The examination of 

this gap is essential to enable an adequate IT security risk management of cloud services in 

CIs. Further, the role of trust in the CI and cloud provider interaction was found to be of criti-

cal importance. In addition, jurisdictional research gaps, such as cloud-related requirements of 

national laws or a legally compliant adoption of cloud services were identified. For CI and 

cloud providers alike, the results are valuable to sustainably decide for or against the adoption 

of cloud services or to consider the respective research gaps and requirements when providing 

cloud services on the market. The research gaps identified in Contribution A further constitute 

the foundation for the following contributions included in this dissertation. However, due to 
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the extensiveness of the findings, the research agenda is only partially covered, primarily fo-

cusing on the aforementioned IT security risk related research propositions without a further 

consideration of, e.g., technical issues. One of the identified gaps is the lack of knowledge and 

understanding regarding the cloud-related requirements of national CI laws. To address this 

gap, in Contribution B, the IT Security Law and relevant literature were analyzed to derive 

action recommendations, which are mainly directed at CI providers. In addition to a compact 

identification of the central components and implications, the effects and short-term require-

ments of the law were discussed. Although the implications of Contribution B are primarily of 

practical relevance, the findings also contribute to broadening the theoretical knowledge base 

of the impacts of the IT Security Law by laying the foundations for RQ 2 and motivating the 

need for an adequate management of IT security and related risks. 

Contribution C can be regarded as the central contribution concerning the IT security risk 

management of cloud services from an organizational perspective (RQ 2). In Contributions B 

and C, the previously unchallenged exploration of the implications of the IT Security Law for 

cloud computing services was focused from an organizational perspective to generate an in-

creased knowledge in this field. In expert interviews, practical knowledge was raised and 

hence made accessible for science by synthesizing the findings from the literature and the in-

terviews into a requirements catalogue and, subsequently, an integrated risk management 

framework for CIs. Both artifacts generate implications for theory and practice alike, as they 

approach an urgent practical problem based on scientific methods. For CI and cloud provid-

ers, the extracted requirements and the framework can be either considered and integrated into 

an existing internal IT security risk management or provide the foundation for its establish-

ment. Further, the results foster a holistic IT security risk management approach by covering 

the entire risk management process, cloud lifecycle, and resulting requirements. The require-

ments catalogue and the framework constitute the main scientific implications of Contribution 

C. Additionally, proactive action recommendations for CI and cloud providers were deduced 

based on the requirements analysis of the IT Security Law and the expert interviews. The re-

sults can further aid cloud computing providers in the strategical alignment of their services. 

In Contributions D, E, and F, behavioral theories were applied in the exploration of the IT 

security risk management of cloud services in CIs. In this context, hypotheses were derived to 

investigate the role of trust and to formulate recommendations based on the extended find-

ings. In the sense of the multi-method approach applied in this dissertation, primarily quanti-

tative methods were obtained to explore the role of trust in risk management (RQ 3). From a 
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scientific perspective, the findings of Contributions D, E, and F generally confirm the im-

portance of trust as a significant factor for the adoption and use of cloud services. Further-

more, the body of knowledge of trust in cloud environments is expanded by investigating 

three-part relationships between interlinked entities (i.e., end-user, mediator, and cloud pro-

vider) (Jøsang et al. 2006; Jøsang and Pope 2005) in Contribution D. In addition, the finding 

that it is of importance for a customer’s trust whether a service is provided directly or indi-

rectly is especially relevant for both science and practice, since cloud services are often based 

on adapted services of different providers (Floerecke and Lehner 2016). In this context, trust 

issues in direct business relationships could be mitigated by service providers by providing 

their services via mediators, who, in turn, need to be aware of their role as the direct contrac-

tual partner of customers and their corresponding dependency on the actions of providers. As 

a result, mediators need to carefully select reliable providers by, for example, regularly verify-

ing the security measures taken by providers by demanding certifications. The role of trust in 

the identification of cloud providers and their associated risks was investigated in Contribu-

tion E. The results of the study indicate that the perception of different trust-influencing fac-

tors on the websites of cloud providers, such as certificates, varies in comparison to others. 

Based on the results, recommendations were derived for the placement of trust-influencing 

factors to support cloud service providers and their customers in identifying reliable services. 

A further implication is that service providers should not only consider subjective variables 

but also objective metrics when designing websites to build trust. A commonly displayed met-

ric is the reliability of a service, which can be bound contractually in SLAs to control and 

monitor a provider. Thus, the effects of an augmentation of SLAs were examined in Contribu-

tion F. It could be empirically proven that the factors Information Overload, Transparency, 

and Ease of Use can be regarded as determinants of cloud users’ Trusting Beliefs, which ulti-

mately determine the Intention to Use a cloud service. Thus, cloud computing providers 

should follow a balanced information policy based on clearly formulated and relevant infor-

mation that is made available in the SLA to foster trust in business relationships. Regarding 

Contributions D and F, the identified determinants and the insights gained concerning the 

causalities of the individual constructs represent the main scientific contribution of the stud-

ies. In addition, the uncovered key determinants of trust in correspondence with concrete rec-

ommendations and measures to build trust can help cloud providers to sustainably acquire and 

retain existing customers. Based on the findings, novel explanatory models can be developed. 

Since in Contributions D, E, and F the general viewpoints of multiple actors were taken (CIs, 
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cloud providers, and end-customers), the results regarding trust in cloud environments can be 

transferred to trust in other domains, such as IT risk management or IT outsourcing. 

As repeatedly emphasized in the various expert interviews, there is a need for individually 

adaptable risk management solutions for cloud environments. Due to their individual risk and 

requirements focus, this is especially true for CIs (RQ 4). Thus, following a design science 

approach, a prototypical framework for data analyses in cloud environments was developed in 

Contribution G. Based on 16 expert interviews, the potential, challenges, and requirements of 

such a solution were examined, which constitute the main theoretical implication of this 

study. Additionally, the results were synthesized into a cloud architecture, which can be 

adapted by CI and cloud providers for extensive data analyses in each stage of risk manage-

ment. To support the entire risk management process, a risk management tool for cloud ser-

vices was developed in Contribution H. As a result of the iterative design science approach 

based on expert interviews, literature analyses, and qualitative analyses of standards and exist-

ing tools, several artifacts were generated, i.e., a requirements catalogue, use cases, technical 

specifications, a database model, and a software prototype. The prototype can be adapted by 

CI and cloud service providers to support the internal risk management of a cloud service in 

compliance with the individual cloud characteristics and the corresponding risks and require-

ments (Pearson 2013; Weintraub and Cohen 2016; Zissis and Lekkas 2012). For science, the 

extracted requirements, use cases, technical specifications, and the database model can be 

adapted for future research projects in the field of cloud risk management. Additionally, since 

existing cloud risk management approaches often do not holistically support risk management 

(Damenu and Balakrishna 2015) or do not adequately address the monitoring of controls and 

measures (Drissi et al. 2013), the prototype extends the existing body of knowledge in cloud 

risk management.  

A further implication for science of Contribution H is the extensive list of risks in cloud ser-

vice environments (RQ 5), which was derived based on the literature analysis and the expert 

interviews from a general perspective. Out of these risks, the general fields of data security 

and privacy were examined in detail in Contribution I. The core contribution of the study – a 

framework for the evaluation of data security and privacy in cloud services – is of both practi-

cal and theoretical value. The framework can be adapted by CIs, cloud providers or third-

party organizations, such as auditing or consulting companies, to determine data security and 

data privacy measures and controls of cloud services. The sub-models of the framework re-

flect general implications and guidance for theory and practice and need to be adapted indi-
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vidually. Therefore, the role of privacy and security is examined in the exemplary critical in-

dustry sector of healthcare in Contribution J, in which the impacts of the storage location and 

data breaches on end-customers are examined. The experiment revealed that the Perceived 

Security and Perceived Privacy are largely determined by the Trust and the Perceived Control 

of a subject, which ultimately determine the Intention to Use a service. In addition, the fact 

that the subjects’ Perceived Security, Perceived Privacy, Perceived Control, and Trust are 

significantly higher when data are stored on-premise urges PHR providers to decide whether 

to offer their services in cloud environments or on-premise. However, after a data breach, the 

subjects’ attitudes towards privacy and security regarding cloud and on-premise hosting do 

not differ significantly. Therefore, security and privacy measures need to be emphasized by 

PHR and cloud service providers to foster the trust of (potential) customers, e.g., by providing 

transparency via certifications, which are re-audited on a regular basis (Sunyaev and 

Schneider 2013). PHR providers might consider private clouds to minimize concerns regard-

ing security and privacy on the users’ side. To realize cloud-related benefits and economies of 

scale, hybrid cloud environments can be used for encrypted or non-sensitive data. As an ex-

emplary economic risk factor, rebound effects were examined in an exploratory case study in 

Contribution K. The resulting framework, consisting of a definition, a conceptual model, and 

a morphological analysis of rebound effects, provides the basis for further research on the 

previously unchallenged phenomenon. Since efficiency benefits are regarded as major driving 

factor of cloud computing adoption (Armbrust et al. 2010; Marston et al. 2011), the under-

standing of influences and effects endangering organizational resources and ultimately the 

targeted benefits is crucial. Further, corporate decision makers need to be aware that the deci-

sion to adopt cloud services and the resulting effects might partially contradict organizational 

goals. In summary, the identification, categorization, and understanding of the potential re-

bound effects in cloud computing is vital for organizations for a sustainable judgement 

whether to adopt cloud services in critical infrastructures. 

4.2 Limitations and Future Research 

Regarding the limitations of the dissertation project, two levels have to be distinguished. On 

the macro level, limitations concerning the overall scope and approach of the dissertation 

need to be outlined, whereas on the micro level, the limitations associated with the individual 

methods applied in the selected research contributions are focused. On the one hand, the limi-

tations should be taken into account when interpreting the results. On the other hand, they 
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also mark future research opportunities. The paper-specific limitations are discussed compre-

hensively in the individual research contributions in Part B. The limitations of the overall re-

search approach at the macro level together with future research opportunities and the core 

limitations of the research methods applied at the micro level (see Section 2.2) are summa-

rized below. 

At the macro level, several limitations and opportunities for future research need to be high-

lighted. When applying a multi-method approach, researchers are confronted with the chal-

lenge of obtaining a meaningful balance and weighting of the methods used (Venkatesh et al. 

2013). Although a certain balance between qualitative and quantitative research methods has 

been maintained in this dissertation, qualitative methods take a significant share. Therefore, 

further quantitative examinations might be integrated where reasonable. Regarding the re-

search framework (see Section 2.3), a distinction between the service and deployment models 

of cloud computing has not been made. However, since the risks associated with the adoption 

of cloud services vary considerably between the selected cloud service and deployment mod-

els (Adelmeyer and Teuteberg 2018a), a further differentiated analysis of the cloud-related 

risks and risk management for individual cloud adoption scenarios is necessary. Furthermore, 

only exemplary risks could be examined at an aggregated level, without considering industry- 

or organization-specific factors. Thus, further studies focusing on the technical aspects of 

concrete IT security risks would provide a valuable complementation of the results of this 

dissertation. 

The perspectives taken in this dissertation constitute a further limitation. Since the IT security 

risk management of cloud services in CIs was primarily examined from an organizational and 

legal perspective concentrating on the integration of risk management processes and the over-

all compliance with legal requirements, concrete technical implications could not be focused. 

Furthermore, a formal mathematical consideration of cloud-related risks is missing. This in-

cludes both a quantitative examination of the risk probabilities and risk measures as well as a 

monetary perspective. In line with the research agenda formulated in Contribution A, starting 

points for future research are the technical issues and implications related to the IT security 

risk management of cloud usage in CIs, such as hybrid cloud frameworks for CIs or the se-

cure deployment of critical business functions in public clouds. Regarding the legal perspec-

tive, constant regulatory amendments concerning the IT security and privacy of IT systems 

fuel the need for a continuous adjustment of IT security and risk management measures. Ad-

ditionally, the research domain was mainly approached from the perspective of either cloud 
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service providers or cloud service users, i.e., CIs. However, further stakeholders exist that 

need to be considered when outsourcing critical functions or processes to a cloud, such as leg-

islators, standard developers, customers or technology providers (Floerecke and Lehner 2016; 

Keller and König 2014). In essence, the dissertation provides fundamental implications for 

CIs and cloud service providers regarding the IT security risk management of cloud services, 

which need to be individually adapted to the respective cloud usage scenario. 

At the micro level, various limitations need to be considered. Regarding the systematic litera-

ture reviews that were either conducted as a theoretical foundation or as an exploration of a 

research field in each research contribution, several possible limitations arise. Although the 

selection and the analysis of relevant publications were conducted in compliance with gener-

ally accepted procedures (e.g., vom Brocke et al. 2009; Webster and Watson 2002), limita-

tions may arise. These are based on various factors, such as the restriction to a certain scope 

of publications, the selection of certain search terms, or possibly unidentified publications. 

Furthermore, the qualitative analysis of the relevant research contributions potentially leads to 

a bias of the results. In addition, since Contributions B, C, and I focused on national legisla-

tion and therefore predominantly consult German literature, the generalizability of the results 

is partially limited. 

Similar limitations arise regarding the execution of the expert interviews in Contributions A, 

C, G, H, I, and K. The interviews were mainly conducted with experts from Germany, which 

is primarily due to the subject of the study and the availability of qualified experts. Further-

more, the coding of the expert interviews as part of the qualitative analysis might be biased by 

the individual expectations and backgrounds of a researcher. Therefore, the coding was al-

ways carried out or reviewed by multiple researchers to avoid possible misinterpretations. 

Furthermore, expert interviews represent the main data source for the research results in Con-

tributions C, G, and I, which is why further evaluation is desirable. 

The case study conducted in Contribution K followed the approach of a single case study set-

up. Single case study setups are particularly suitable for the examination of unchallenged 

phenomena at the beginning of theory generation (Recker 2013), which coincides with the 

research objective to describe rebound effects in cloud computing. However, multiple case 

setups allow for a cross-case validation of theories and therefore generate more reliable results 

(Darke et al. 1998; Recker 2013). In addition, the overall generalizability of the results and 

conclusions drawn from case study approaches beyond the investigated cases is discussed 

critically (Dubé and Paré 2003; Gable 1994). To address the limitations of case study re-
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search, Contribution K fundamentally follows the elements and procedures of the established 

and recognized guidelines of Dubé and Paré (2003), Gable (1994), Newell and Simon (1972) 

and Recker (2013). Nevertheless, future research projects could examine additional organiza-

tions and focus on the investigation of RECCs in other industrial sectors by applying quantita-

tive research methods. 

The prototypical framework for data analyses in clouds developed in Contribution G was not 

practically applied. Consequently, the practical validity and applicability of the framework 

have to be confirmed. Regarding the prototyping conducted in Contribution H, only one ap-

plication version was evaluated externally. Here, in accordance with the design science prin-

ciple applied, further iterations of the generate/test cycle including further external evalua-

tions are desirable (Hevner et al. 2004). Since the goal of the research endeavor is to continu-

ously improve the solution to eventually make it publicly available, a previous prototypical 

implementation and adaption of the solution in the field is advised. 

Experimental setups (Contributions D, F, and J) or web-based surveys (Contributions E and 

H) suffer from several limitations. First, conducting experiments with student participants, as 

was done in Contributions D, F, and J, is a controversial topic (Compeau et al. 2012). Howev-

er, as students’ technology adoption and usage decisions do not differ significantly from oth-

ers (McKnight et al. 2011; Sen et al. 2006) and they are deemed early adopters of innovative 

technologies (Gallagher et al. 2001), such as cloud computing, they constitute an adequate 

target sample for the studies conducted. Second, the applied vignette survey approach is based 

on a fictitious environment, in which the participants are asked to put themselves in an organ-

izational context. Therefore, it is possible that the participants did not behave as they would in 

a real environment (Aguinis and Bradley 2014; Greenberg and Eskew 1993). Third, the over-

all limitations of web-based experimenting apply (Reips 2002). In essence, a generalization of 

the experiment results to other geographical regions or subjects should be made with caution, 

since theoretical constructs, such as trust or perceived privacy, might be influenced by the 

respective cultural or national context (Leidner and Kayworth 2006). Therefore, future re-

search should aim to replicate the results with different samples. In Contribution D, only uni-

directional trust relationships from the end-users’ perspective were examined, although each 

trust relationship is of bidirectional nature (Adelmeyer, Walterbusch, et al. 2018). Further, 

different trust targets exist in the context of cloud computing (Söllner et al. 2016), such as the 

trust in the technology itself. However, the focus of Contributions D, E, F, and J was put on 

the trust in a service provider. As student participants were consulted for the experiments 
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from the end-users’ perspective, the limited generalizability for organizational contexts needs 

to be considered. 

A major limitation of the eye-tracking study conducted in Contribution E is the interpretation 

of the results. Since gaze recordings measure the total fixations of a subject on a certain area 

of interest, an understanding of the context is necessary. The total fixations recorded can indi-

cate both stimulus properties (complexity) and recipient properties (interest) (Blake 2013; 

Duchowski 2007). Thus, the interpretation of the number of fixations only permits limited 

conclusions regarding the effect on recipients. To overcome this limitation, the results of the 

gaze recordings were combined with data from a subsequent survey, in which the individual 

attitudes of the participants were collected. 
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5 Conclusion 

The objective of this doctoral thesis was to examine the IT security risk management of cloud 

services in CIs. For this purpose, frameworks, conceptual models, prototypical tools, action 

recommendations, and implications were developed both for science and practice. In this con-

text, five overarching research questions were formulated (see Section 1.2). Within the scope 

of the eleven research contributions included in this doctoral thesis (see Section 2.1), the vari-

ous RQs were examined. The status quo of cloud computing service adoption in German crit-

ical infrastructures and the corresponding research gaps were determined in Contribution A 

(RQ 1). Implications and methods for an adequate management of IT security and the corre-

sponding risks resulting from the adoption of cloud computing services were derived in Con-

tributions B and C (RQ 2). In the context of the interaction between CI and cloud computing 

service providers, the role of trust was examined in Contributions D, E, and F (RQ 3). In Con-

tributions G and H, frameworks and prototypes for a tool support for the IT security risk man-

agement of cloud services in CIs were developed (RQ 4). The risks resulting from the adop-

tion of cloud computing services were examined in Contributions H, I, J, and K (RQ 5). All 

contributions have been published in prestigious conference proceedings and renowned jour-

nals to promote the transfer of the research results.  

As an underlying analytical framework, a multi-method approach was chosen to examine the 

field from a behavioral- as well as a design-oriented perspective by applying various qualita-

tive and quantitative research methods (see Section 2.2). Following the focus of the research 

questions, the framework of the research contributions (see Section 2.3) was divided into 

three main perspectives, i.e., the status quo and research agenda of cloud adoption in CIs, the 

IT security risk management of cloud computing services in CIs, which follows a typical risk 

management process, and the cloud-related IT security risk factors.  

In summary, critical and relevant questions from IT practice have been examined with recog-

nized scientific methods and established theories. The findings contribute to the body of 

knowledge of both science and practice. Further, the results of this dissertation can signifi-

cantly support the IT security risk management of cloud computing services in CIs. However, 

the dissertation does not claim to fully cover the extensiveness and complexity of the field, 

since, for example, the requirements and risks vary between the individual CI sectors and 

cloud adoption scenarios and therefore require an individual examination (Adelmeyer, 

Petrick, et al. 2018). In addition, as a complete coverage of the identified research gaps in 
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Contribution A was not possible within the boundaries of this dissertation, a further need for 

research exists. Nevertheless, the presented results are helpful to substantially support deci-

sion makers and researchers in the field of the IT security risk management of cloud services 

in CIs. 
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Abstract. Critical infrastructures, as the backbone of societal life, become increasingly de-

pendent on IT. Thus, in order to ensure security and resilience, they face strict IT legislations 

and requirements. However, due to efficiency benefits, such as cost savings and increased 

flexibility, critical infrastructures increasingly adopt innovative IT models like cloud compu-

ting. This is despite the fact that migrating processes or systems into a cloud involves major 

risks for sensitive IT landscapes, since the control over data and security measures is delegat-

ed to cloud providers. In order to identify the current status quo of cloud computing in critical 

infrastructures, we conduct a systematic literature review, an analysis of cloud-based out-

sourcings of German critical infrastructures and expert interviews. Our findings provide an 

overview and a research agenda of cloud usage in critical sectors, which are helpful for criti-

cal infrastructure and cloud providers alike in order to adopt or manage cloud solutions. 
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Abstract. Die Sicherheit und der Schutz von IT-Systemen gewinnen in der heutigen Unter-

nehmenslandschaft zunehmend an Bedeutung. Aus diesem Grund hat der Gesetzgeber das IT-

Sicherheitsgesetz verabschiedet. Hierdurch soll eine signifikante Verbesserung der Sicherheit 

informationstechnischer Systeme herbeigeführt und Kritische Infrastrukturen besser vor Cy-

berangriffen geschützt werden. Nach einer Darstellung der Änderungen und ihrer kritischen 

Würdigung wird der Frage nachgegangen, welche Auswirkungen die Gesetzesnovelle auf 

Unternehmen selbst und die Arbeit der Internen Revision entfaltet. Anschließend werden 

Handlungsempfehlungen ausgesprochen. 
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Abstract. Der Einsatz von Cloud-Services birgt neben vielfältigen Vorteilen auch Risiken für 

die IT-Sicherheit von Unternehmen. Dies gilt insbesondere für Betreiber Kritischer Infra-

strukturen, die durch das IT-Sicherheitsgesetz dazu verpflichtet werden, ihre IT besser vor 

Cyber-Attacken zu schützen. Für ein funktionierendes IT-Risiko- und Sicherheitsmanagement 

ist daher eine vollständige Identifikation sowie Bewertung der sich aus dem Einsatz von 

Cloud-Services ergebenden Risiken unerlässlich. Hierzu werden im vorliegenden essential ein 

Anforderungskatalog an Cloud-Services zur Umsetzung des IT-Sicherheitsgesetzes, ein 

Framework für das IT-Risikomanagement von Cloud-Services in Kritischen Infrastrukturen 

sowie Handlungsempfehlungen für Unternehmen präsentiert. 
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Abstract. Due to security and privacy concerns, trust is a vital facilitator of successful busi-

ness relationships in cloud computing ecosystems. This is especially true when customers 

obtain adapted services built on third-party cloud services. In this case, customers are no 

longer interacting with service providers directly. Instead, they rely on mediators and, thus, 

are dependent on the mediators’ choices and judgement. Hence, we analyze the role of trust 

transitivity and propagation – the derivation of a certain amount of trust from a trust relation-

ship with a directly known party – between individual customers and mediators as well as 

service providers in an online experiment. The results reveal no significant evidence for trust 

transitivity (complete propagation of the level of trust between the actors) in cloud computing 

trust chains. Rather, individual customers’ trust is propagated between mediators and cloud 

service providers. This evidence is important for providers, as they could mitigate direct trust 

issues by providing services indirectly. Further, mediators should be aware that trust and con-

sequently the usage behavior of individual customers can be affected by incidents which are 

caused by providers. For science, this understanding is vital to further examine and under-

stand the role of trust in cloud adoption and usage. 

 

Keywords. Cloud Computing, Trust, Transitivity, Propagation, Usage Intention, Online Ex-

periment 
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Abstract. Durch die dynamische Bereitstellung von Ressourcen bietet Cloud Computing Un-

ternehmen die Möglichkeit Effizienz- und Wettbewerbsvorteile zu realisieren. Aufgrund der 

mit der Technologie einhergehenden Delegation der Kontrolle über eigene Daten und Ser-

vices haben viele Unternehmen jedoch Vorbehalte, insbesondere in Hinblick auf Datensicher-

heits- und Datenschutzaspekte. Durch Vertrauenssignale, wie Zertifikate, Kundenbewertun-

gen, Referenzkunden und vertrauensrelevante Informationen wie zum Beispiel zur Ausfallsi-

cherheit, können Cloud-Anbieter der Informationsasymmetrie entgegenwirken und Vertrauen 

erzeugen. Um die Wahrnehmung und den Effekt der Platzierung solcher Vertrauenssignale 

auf Anbieter-Webseiten zu untersuchen, wurde im vorliegenden Beitrag eine Eye-Tracking 

Studie durchgeführt. Die Ergebnisse der Untersuchung deuten auf eine Bestätigung der posi-

tiven Wahrnehmung sowie den positiven Auswirkungen der Vertrauenssignale hin. Hierbei 

werden sicherheitsbezogene Signale als positiver vertrauensbeeinflussend wahrgenommen als 

soziale. 

 

Keywords. Cloud Computing, Vertrauen, Eye-Tracking, IT-Sicherheit, Vertrauenssignale  
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Abstract. Despite the benefits of cloud computing, customers are reluctant to use cloud ser-

vices as they have concerns about data security and privacy. Many of these concerns arise due 

to the lack of transparency. Consequently, bridging the existing information asymmetry and, 

thus, fostering trust in the cloud provider is of high relevance. As service level agreements are 

an important trust building factor and due to their technical and complex nature, the augmen-

tation of these is promising. Therefore, we investigate the effects of augmenting service level 

agreements (by means of augmented browsing) on the ease of the information gathering pro-

cess and simultaneously on perceived information overload, comprehension and transparency 

in a web-based experiment. The results of our online experiment do not confirm our assumed 

positive effects of augmentation. Nonetheless, we show that the ease of gathering information 

about a cloud service positively influences the perceived trustworthiness. Furthermore, we 

demonstrate that the perceived trustworthiness of a cloud computing provider largely deter-

mines the intention to use its services. Thus, besides improving security, cloud providers not 

only have to communicate trust-critical information but also have to identify suitable 

measures of information provisioning that considerably improve transparency while lowering 

information overload. 

 

Keywords. Cloud Computing, Augmentation, Information Overload, Comprehension, Trans-

parency, Trust, Service Level Agreements 
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Abstract. Die Digitalisierung von Prozessen in Unternehmen führt zu einem rasanten Anstieg 

der Datenmengen. Um die Datenflut zu beherrschen, muss die Wirtschaftsprüfung neue Me-

thoden und IT-Architekturen entwickeln und integrieren. Der Einsatz von Cloud Computing 

für rechen- und speicherintensive Datenanalysen verspricht im Vergleich zu klassischen IT-

Architekturen die Realisierung von Effizienzpotenzialen und die Ermöglichung neuartiger 

Prüfungsansätze. Jedoch müssen Cloud-spezifische Risiken und Anforderungen berücksich-

tigt werden, zum Beispiel in Bezug auf den Schutz und die Sicherheit von teils sensiblen 

Mandantendaten sowie deren rechtskonforme Speicherung und Verarbeitung. Der vorliegende 

Beitrag basiert auf einer Erhebung in einer führenden Wirtschaftsprüfungsgesellschaft, die im 

Vorfeld zur Einführung einer Cloud-Architektur durchgeführt wurde. Es werden Herausforde-

rungen und Potenziale aufgezeigt sowie eine Cloud-Architektur für Datenanalysen in der 

Wirtschaftsprüfung vorgestellt. 

 

Keywords. Cloud-Architektur, Wirtschaftsprüfung, Datenanalysen, Private Cloud, IT-

Sicherheit, Digitalisierung 
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Abstract. The risks associated with the adoption of cloud computing solutions are dependent 

on a multitude of factors and vary considerably depending on the selected cloud service and 

deployment models. In addition, regulatory amendments regarding IT security and privacy 

trigger the need for flexible risk management solutions for cloud environments in order to 

adequately identify and manage the associated risks. Thus, the aim of this study is to design 

and implement a risk management tool for cloud services. By designing a modular and exten-

sible tool, the individual risk profiles of the diverse cloud deployments can be addressed. The 

tool was developed and evaluated iteratively and by applying multiple methods, including a 

systematic literature analysis, expert interviews as well as surveys for evaluation. The devel-

oped risk management tool is useful for science and practice alike as it enables to effectively 

address risks resulting from cloud deployments and to adequately incorporate regulatory re-

quirements. 

 

Keywords. Cloud Computing, Risk Management, IT Security, Web Application 
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Abstract. Unternehmen können durch den Einsatz von Cloud Computing Effizienz- bzw. 

Wettbewerbsvorteile realisieren. Das Vertrauen der Praxis in diese Technologie ist jedoch 

nicht uneingeschränkt, vor allem im Hinblick auf Datenschutz und Datensicherheit gibt es 

Vorbehalte. Durch Audits und damit einhergehende Zertifizierungen kann die Einhaltung 

grundlegender und definierter Standards bescheinigt werden; allerdings sind die Anforderun-

gen an einen Cloud-Service spezifisch, und der Markt bestehender Standards und Zertifikate 

für Cloud-Services ist heterogen. Dies stellt den Wirtschaftsprüfer vor die Herausforderung, 

Datensicherheit und Datenschutz in der Cloud und die daraus entstehenden Risiken angemes-

sen zu beurteilen. Zu diesem Zweck wird ein allgemeines Framework vorgestellt. 
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Abstract. In the course of the digitization in healthcare, the collection and central storage of 

large health-related datasets in clouds in the form of personal health records is growing. How-

ever, the use of cloud services for sensitive data is associated with security and privacy risks. 

Further, the delegation of control over security and privacy measures to the cloud provider 

requires trust on the users’ side. In order to investigate the role of security and privacy when 

storing and processing patient data, we conducted an online experiment, in which third-party 

cloud services are compared to private on-premise data centers. Additionally, we examine the 

impact of data breaches on the perceived security, privacy, control and trust in both storage 

scenarios. Our results indicate that cloud-based personal health records still face concerns 

regarding perceived security, privacy, control and trust amongst end-users. Nevertheless, after 

a data breach, no significant differences between both solutions exist. 
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Abstract. Rebound effects have been discussed in various disciplines. In the information and 

communication technology sector, this topic is still insufficiently studied. Basically, a re-

bound effect is a feedback mechanism, as a result of which savings from efficiency improve-

ments are not or only partially realized. Due to the potential of cloud computing for efficiency 

improvements, not only in terms of energy efficiency, but also in terms of organizational re-

sources in general, we describe rebound effects in this context by means of a systematic litera-

ture review and a case study. Our results provide a framework to categorize and identify po-

tential rebound effects in cloud computing. The understanding of rebound effects and their 

influence on the various organizational resources (e.g., server hardware, human resources or 

IT know-how), is important for managers to sustainably decide for or against the adoption, 

integration and roll out of cloud computing services. 
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